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Introduction

This lab involved setting up a VPN server on Amazon Web Services (AWS) EC2, integrating
Pi-hole for ad and tracker blocking, and PiVPN with WireGuard for secure connections. The
purpose was to gain hands-on experience with cloud infrastructure, VPN protocols, and network
privacy tools. I used a Debian VM in VirtualBox as the client instead of a Windows VM,
adapting the instructions accordingly. This setup prepares for the final project by demonstrating
VPN monitoring and privacy enhancement.

Step 1: Setting Up the Environment

VirtualBox and Debian were already installed prior to building the environment. I created a free
AWS account at aws.amazon.com.
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http://aws.amazon.com

Step 2: Configuring AWS EC2 Instance

Selected and launched a free tier Ubuntu Server AMI instance.
created and downloaded a key pair (vpn-key.pem).

converted it to .ppk for PuTTY using PuTTY gen.

Configured Security Rules

Connected via SSH from Windows using PuTTY.

Created a Debian Client

AWS instance launch (annotated: "EC2 instance running with public IP 54.226.233.69").
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Instance Types

PuTTYgen used to generate a public/private key pair. I selected RSA with 2048 bits, generated
the keys, and saved the private key for authentication

E PuTTY Key Generator

File Key Conversions Help

Key

Public key for pasting into OpenS5H authorized_keys file:

sshTsa

AAAAB3NzaC TycZEAAAADAG ABAAABAG DK F32Ek Bhd AdMmWPNdMahk UpPp &4 LxnAJXvebh 10WIOZn8CY
hj055AWs5uEbuR SuadKmVCFDly6 77uF59PzLh ArSvCWdec XN YQgaU7R 3gsgn NRtMFze0 SQu XwALErF 107CK
MtGIOzf Ukxal 3O PgXOSGALYD.AR 15b BegICiemgode 2hERd A ADvx Ont Y NGnDkbscfovd YOW24Fz RdSW AgyivH2
AFPIhBKCHGKESCocu+ hg+gfLnN7xe SLIJNfewC B30 Z22aeabyl

Key fingerprint: sshqsa 2048 SHAZ5GICTZNIBDI+rXEQPCd qyrhp2HRAWFSgFV3aCkVw

Key comment: imported-openssh-ey

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
ORsA () DSA (JECDSA () S5H-1 (RSA)

Mumber of bits in a generated key: 2048




PuTTYgen configuration window loading the private key (converted to .ppk format) under the

“Auth” section.
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Configuring Security Group Rules

sg-06166efdbacaafd03 - PiHole-SecurityGroup

Details

Security group name Security group ID

IF1 PiHole-SecurityGroup 1 sg-06166efdbacaald03

Owner Inbound rules count

10 863979974637 7 Permission entries

Inbound rules Outbound rules Sharing - new VPC associations - new Tags

Inbound rules (7)

[ @ searcn )
[ | Name w | Security grouprule iD ¥ | IP version v | Type
ro- sr-00a6aff2864838259 1Pv4 Custom UDP
C - sgr-034077d22adcac?4c 1Pv4 HTTP
\: - sgr-Obafa66f797f4334e 1Pva SSH
cC - sgr-0f01da3e2abd 10351 1Pv4 DNS (TCP)
- sgr-0a22875c647f346b5 1Pvd HTTPS
[ - 5gr-08be26c08ebbafcf? 1Pvd HTTP
cC - 5gr-0bc70821caf5e403f IPvd DNS (UDP)

Deseription

ID1 Allows S5H, HTTP, HTTPS, and DNS access for Pi-hole

server

Outbound rules count
1 Permission entry

v | Protocol
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TCP
TP
TCP

¥ | Portrange
51820
80
22
53
443
80

53

VPCID
vpc-09f83b5662b3ad404 [2

© Manage tags Edit inbound rules

v | Source
0.0.0.0/0
172.65.32.248/32
107.136.164.146/32
107.136.164.146/32
107.136.164.146/32
107.136.164.146/32

107.136.164.146/32

1 <]
v | Description

testing
LetsEncrypt renewal se...
Home LAN SSH access
TCP DNS resolution
Home LAN HTTP access
Home LAN HTTP access

UDP DNS resolution




Entering SSH with login credential “ubuntu” in Putty SSH on Windows

Adding Debian Client

:3fully created!

Step 3: Install Pi-hole and PiVPN with WireGuard

Updated the system (sudo apt update && sudo apt upgrade -y), installed lighttpd, and ran the
Pi-hole installer (curl -sSL https://install.pi-hole.net | bash), selecting defaults and lighttpd. Then



installed PiVPN (curl -L https://install.pivpn.io | bash), choosing WireGuard, endpoint
54.226.233.69, and generated a client profile (pivpn add named DebianClient).

Pi-hole installation complete (annotated: "Pi-hole admin password and IP shown")

Installation Complete!
Configure your devices to use the Pi-hole as their DNS server
using:

IPv4: 172.31.30.31

IPv6: Not Configured

If you have not done so already, the abowe IP should be set to
static.

View the web interface at http://pi.hole/admin:80 or
http://172.31.30.31:80/admin

Your Admin Webpage login password is NdMZpdcn

To allow your user to use all CLI functions without
authentication,
refer to https://docs.pi-hole.net/main/post-install/
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PiVPN setup (annotated: "WireGuard selected, client generated")

loggogaaaaaaadadaagggau Installation Complete! togaaoodaaadaaoaaaddddky

How run 'pivpn add' to create the client profiles.
Run 'pivpn help' to see what else you can do!

If you run into any issue, please read all our documentation

carefully.
211 incomplete posts or bug reports will be ignored or deleted.

Thank wyvou for using PiVEN.

Mmoo aaaaadogaagaaaadaadadaaaaoaaddaddaaaaa ool

Step 4: Configure Debian VM to Connect to VPN

Installed WireGuard on Debian (sudo apt install wireguard -y). Copied DebianClient.conf from
AWS, moved to /etc/wireguard/wg0.conf, added PersistentKeepalive = 25, and activated (sudo
wg-quick up wg0). Verified with sudo wg show (showed latest handshake).

Ran cat /home/ubuntu/configs/DebianClient.conf on the AWS instance to display the file
contents




Copied the output, and pasted it into a new file on the Debian VM using nano
~/DebianClient.conf

GNU nano 7.2 /home/kayvon/DebianClient.conf *

[Interface]
PrivateKey = uMsZkEVm@XY+dmCaOzePhWmASLMQSWenNzBsmf+10Vo=

Address = 18.188.167.2/24

DNS = 10.1@8.167.1

[Peer]

PublicKey = WDSGge/Yo4r5SmsRFcyqrQ@2wiMfTwZIycpbuiE/Rzm@=
Presharedkey = 85SDndCL4FieG+QdtecaPPZugxZ3KXTvbblaKYA2Q1ls=
Endpoint = 54.226.233.69:51820

AllowedIPs = @2.0.0.4/8, ::0/0

Ran ‘sudo wg show’ and see successful connection with data transfer")
kayvon@DebianK:~$% sudo wg show
interface:
public key: pkE+xyjMhzEY4CogNK9YIOpq@uY5G5kgeXiCBcB8SwX4d=
private key: (hidden)
listening port: 52400
fwmark: @xcaéc

peer:
preshared key: (hidden)
endpoint: 54.226.233.69:51820
allowed ips: 0.0.0.0/9, ::/0
latest handshake: 7 ago
transfer: 92 received, 180 sent
persistent keepalive: every 25
kayvon@DebianK:~% ping -c 4 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seqg=1 ttl=116 time=38@.
64 bytes from 8.8.8.8: icmp_seq=2 ttl=116 time=77.
64 bytes from 8.8.8.8: icmp_seq=3 ttl=116 time=79.
64 bytes from 8.8.8.8: icmp_seq=4 ttl=116 time=78.

--- 8.8.8.8 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 30@4ms
rtt min/avg/max/mdev = 77.73@0/79.118/80.186/0.984 ms




Ran ‘curl ifconfig.me’ and returned 54.226.233.69, my public IPv4 address

kayvon@DebianK:~$% curl ifconfig.me

54.226.233.69kayvon@Debiank:~$ |]

Browsed cnn.com in Debian and ads were blocked by Pi-hole
¥ Applications = @ Breaking News, Latest ... |{J Desktop - Thunar EA Terminal - kayvon@Deb... El S B A 20250718 kayvo

3 & http://pi.hole:80/admin - x (@ Server Not Found > [ Breaking News, Latest Il > | + ~ _ o x

« C o8 cnn.com cd ® & =

= @NN us Wword Polics Business Health Entertainment Style Travel More ® Watch ¢ Listen e LveTv Q sign In

Analysis

The VPN setup is effective for privacy, encrypting traffic via WireGuard's efficient protocol and
routing through AWS (full tunnel). Pi-hole enhances this by blocking ads/trackers at DNS level,
reducing data collection—e.g., cnn.com loaded without ads. Challenges included missing
security group rules (UDP 51820) causing no handshake, resolved by adding rules. Learning:
VPN tunneling secures public Wi-Fi, Pi-hole saves bandwidth/privacy. Overall, a robust setup
for network security.

Challenges encountered included configuring AWS security groups for WireGuard (UDP port
51820), troubleshooting SSH key conversions for PuTTY, and ensuring the WireGuard
handshake completed for a stable connection. Learning outcomes include understanding
tunneling (full tunnel mode routes all traffic through the VPN for privacy), Pi-hole's role in
DNS-based blocking, and AWS basics like EC2 instances and key pairs.


http://ifconfig.me
http://cnn.com
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