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Environment Setup
e Network Configuration for Ubuntu

In this setup, Snort is running on an Ubuntu VM. To ensure stable communication and
prevent IP conflicts, the network interface on this VM was configured with a static IP
address. Specifically, the IP address was set to 10.0.2.110 in order to place it at a high and
less likely-to-be-used address within the VirtualBox NAT network range (10.0.2.0/24).

2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP gr
oup default glen 1000

link/ether 08:00:27:95:19:81 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.110/24 brd 10.0.2.255 scope global noprefixroute enp@s3

The static IP configuration was applied using Ubuntu’s Settings tool, where the IPv4
address was manually assigned. This static IP ensures that the Snort VM consistently uses
the same IP address, preventing DHCP from reassigning it to another device in the
network. The configuration takes effect after a reboot, solidifying the network setup for
reliable data flow between Snort and Splunk on this Ubuntu VM.

Steps Taken:
1. Go to Ubuntu Settings > Network.
2. Select Network Interface (Wired or Ethernet)
3. Set IPv4 to Manual
4. Assign a Static [P Address of 10.0.2.110 with subnet mask (255.255.255.0)
5. Save and Apply Changes
6. Reboot VM for changes to take effect

e Snort Configuration

To ensure compatibility with Splunk, Snort’s configuration was adjusted to log alerts in a
readable format. Within “/etc/snort/snort.conf”, the following line was added to direct
Snort to output logs in the “alert.full” format: output alert full: alert.full. This directs
Snort to log alerts in a detailed “full” format.

Steps Taken:

1. Install Snort if necessary
e Sudo apt-get update
e Sudo apt-get install snort
2. Open the Snort configuration file in a text editor:



® sudo nano /etc/snort/snort.conf
3. Add this line below were it says “6) Configure output plugins”
® output alert full: alert.full

putput alert_full: alert.full

e Install and Configure Splunk

Splunk Enterprise was installed on the same VM as Snort. After setup, the "Snort Alert
for Splunk" plugin was installed via the “Find More Apps” section in Splunk. This plugin
enables Splunk to capture, interpret, and display Snort alerts in a structured format.

Steps Taken:

1. Visit Splunk Website and Sign Up: “www.splunk.com”
2. Download Splunk Enterprise
o Select “Splunk Enterprise” from the “Downloads” section and choose the
".deb” package for Ubuntu.
3. Install Splunk:
o Open a terminal and navigate to the directory where the Splunk package
was downloaded.
o Use the “.deb” package format command:
m sudo dpkg -i splunk_package name.deb
4. Start Splunk
o Navigate to the Splunk directory:
m cd /opt/splunk/bin/
o Start the Splunk Service:
m  sudo ./splunk start
5. Access Splunk Web Interface at http://127.0.0.1:8000 through a web browser
o Log in with the admin credentials previously created
6. Install Splunk Plugin
o Navigate to the Splunk start page and click on “+Find More Apps”
o Search for “snort” and click on the green “Install” button for “Snort Alert
for Splunk”
7. Configure Splunk to use the Plugin
o Go to Settings > Add Data Inputs > Monitor > Files & Directories



http://127.0.0.1:8000

In the textbox, enter /var/log/snort

For include list, type “alert.full”

On the next page, click on “Select”

For the “Select Source Type” search for “snort” and select
“snort_alert full”.

For “App Context, select “Snort Alert for Splunk (snortalert)”
Select “Constant value”

Enter a Host field value, it can be “snort”

Reboot VM for changed to take effect

o O O O

o O O O

Configure this instance to monitor files and directories for data. To monitor all objects ina

1y, select the directory. The Splunk platform manitors and assigns a single source type to
in the directory. This might cause problems if th are different object types or
s in the directory. To assign multiple source types to objects in the same directory,

configure individual data inputs for those objects. Learn More [2
TCP/UDP File or Directory * varflog/snort Browse
Scripts
Includelist *
Splunk Assist Instance Identifier
i tifier t Excludelist *

Attack Execution and Data Generation Phase

Scans and Metasploit attacks were executed from the Kali VM targeting the Metasploitable2
VM. These attacks simulated security threats, generating alerts in Snort that could then be
analyzed in Splunk. The methods used included reconnaissance scans and exploitation attempts,
designed to produce various alerts for further analysis. This lab explores the differences in Snort
alerts generated during an attack simulation using Splunk’s Snort Event Summary, compared to
the previous assignment’s enumeration phase results.

Execute Attack Simulation

1. Start Splunk
o cd /opt/splunk/bin/
o sudo ./splunk start
2. Click on the Splunk web interface link given in the terminal and navigate to the “Snort
Event Summary” in the “Snort Alert for Slunk”
3. Start Snort in IDS Mode
o sudo snort -A console -q -c /etc/snort/snort.conf -i <interface>



Wailting for web server at http://127.0.0.1:8000 to be availlable

If you get stuck, we're here to help.
Look for answers here: http://docs.splunk.com

The Splunk web interface is at http://kayvon-VirtualBox:8000

Snort Event Summary

Events and Sources Top Source Countries

Events Sources

4. Repeat Nmap Scans from Enumeration Phase
o Basic Ping from Kali to Metasploitable2 VM
m ping -C 4 {target host}

snort -A console -q -c /etc/snort
-i enpOs3
4:09:53.705378 [**] [1:1000001:1] ICMP Packet detected [**] [Priority:
10.0.2.5 ->
:09:53.722439 1:1000001:1] ICMP Packet detected [**] [Priority:
10.0.2.4 -> 1 5
4:09:54.999105 1:1000001:1] ICMP Packet detected [**] [Priority:
BBl 20 5 .

:09:55.000135 o 1:1000001:1] ICMP Packet detected [**] [Priority:
10.0.2.4

4:09:56.003594 e 1:1000001:1] ICMP Packet detected [**] [Priority:
10.0.2.5 -»
:09:56.003598 [**] [1:1000001:1] ICMP Packet detected [**] [Priority:
10.0.2.4 -> 10.0.2.

:09:57.016547 ] [1:1000001:1] ICMP Packet detected [**] [Priority:
10.0.2.5 -> 10.0.2.4

4:09:57.863418 [**] [1:1000001:1] ICMP Packet detected [**] [Priority:
10.0.2.4 -> 10.0.2.5

(Snort Alert of ping in Splunk Enterprise Web Interface)



lime Event

11024 [++] [1:1888001:1] ICMP Packet detected [#*]
2:09:57016 PM [Friority: @1

11/18-14:89:57.816551 18.0.2.5 -> 10.8.2.4

ICMP TTL:G4 ID: 3897 Iplen:20 Dgmlen:34 OF

Ty Cod: 4 Seq:4 ECHO

snort source = Mvarflog/snort/alert full sourcetype = snort

11024 [++] [1:188@8081:1] ICMP Packet detected [#+]
2,0956.003PM  [Priority: 8]

11/18-14:89:56.083597 18.8.2.5 -> 10.8.2.4

ICMP TTL:64 TOS5:8x@ ID:3787 Iplen:20 Dgmlen:B84 OF

Type:8 Code:® 1ID:4 Seq:3 ECHO

host = snort | source = iarflogisnort/alertfull | sourcetype = snort
24 [+x] [1:188@8881:1] ICMP Packet detected [*x]
20954989 PM  [Priority: 8]

11/1@-14:80:54_099] 2.5 -> 18.8.2.4

@ Iplen:28 Dgmlen:84 OF

.
:3 D
Seq:2 ECHO
var/log/snort/alert.full sourcetype = snoit
110/24 [++] [1:180@8881:1] ICMP Packet detected [*x]
2:09:53.705 PM [Priority: @1

11/18-14:89 85381 18.8.2.5 -> 19.0.2.4
ICMP TTL:64 TO! ID: 3468 Iplen:28 Dgmlen:34 DF
Type:8 Code:8 1ID:4 Seq:1 ECHO
st=snort | source = fvarfloa/snort/alertfull | sourcetype = snort

o Host Discovery Scan
m nmap -sn {target network}

—% nmap -sn 1@.8
Starting Nmap 7.9

Nmap scan report for 10.@
Host is up (©.08165 laten .
Nmap done: 1 IP address (1 host up) scanned in 8.03 seconds

(Snort Output of Nmap scan in IDS Console)

**%] [1:1000002:1] Possible Nmap SYN scan [**]

Priority: 0]

1/10-14:32:17.148604 10.0.2.5:46120 -> 10.0.2.4:80

CP TTL:64 TOS:0x0 ID:33105 IplLen:20 DgmLen:60 DF

kkkk* %Sk Seq: OxF240476 Ack: 0x0 Win: OxFAFO@ Tcplen: 40
CP Options (5) => MSS: 1460 SackOK TS: 1465139605 O NOP WS:

**%] [1:1000002:1] Possible Nmap SYN scan [**]

Priority: 0]

1/10-14:32:17.148604 10.0.2.5:48132 -=> 10.0.2.4:443

CP TTL:64 TOS:0x0 ID:11824 Iplen:20 DgmLen:60 DF

tkk*k**C* Saq: OXFDA4OEFS Ack: 0x0 Win: OxFAF® Tcplen: 40
CP Options (5) => MSS: 1460 SackOK TS: 1465139605 O NOP WS:

(Snort Alert in Splunk Enterprise Web Interface)



Time Event

o024 [#=] [1:1808882:1] Possible Nmap SYM scan [#%]
23217148 PM [Priority: @]
11/18-14:32:17. 148604 19.9.2.5:48132 -> 18.0.2.4:443
CP TTL:64 TO5:8x8 ID:11824 Iplen:2@ Dgmlen:68 OF
*xakxxix Seq: OxFDA4REFS Ack: 8=@ Win: BxFAF@ Tcplen: 4@

Show all & lines

host = snort | source = fvar/log/sniort/alertfull sourcetype = snort

1110/24 [*=] [1:1000682:1] Possible Mmap SYM scan [**]
2:32:17148 PM [Priority: 8]
11/18-14:32:17. 148604 10.9.2.5:46128 > 198.0.2.4:88
TCP TTL:G64 TO5:8x@ ID:23185 IplLen:2@ Dgmlen:68 DF
rkkxkkGx Seqr BxF248476 Ack: 9xB Win: 9xFAF® TcpLen: 4@
Show all & lines

host = snort | source = fvar/log/snort/alertfull sourcetype = snort

(NOTE: Removing ‘sudo’ allowed Snort to detect the scan, likely due to how ‘sudo’ interacts
with network privileges, or it may have impacted how Nmap was sending packets)

o TCP Scan

m  sudo nmap -sT {target host}

sudo nmap -sT 1@.
[sudo] password for ka
Starting Nmap 7. ap.org ) at 2024-11-10 14:44 PS
Nmap sca
Host is up
Not shown: 97
STATE ¢
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open i
open  mysqgl
open postgresgl
open v
open
open
open
i open
MAC Address: @8 BB:C6:41 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.11 seconds




(Snort Output of TCP scan in IDS Console)

:44:19. :1000002:1] Possible Nmap SYN sc **] [Priority:|ll11 .410215 [ 1000002:1] Possible Nmap SYN [Priority:
0] {TCP} 10.0.2.5:4729 .0.2.4:1723 } .2.5:35460 .0.2.4:1583
/10-14:4 . * 1:1000002:1] Possible Nmap SYN **] [Priority:|11 14:44 .410424 [ :1000002:1] Possible Nmap SYN sc [Priority:
0] {TCP} 10.60.2.5:517¢ -0.2.4:3389 0] {TCP} 10.0.2.5:49062 10.0.2.4:49400
:11000002:1] Possible Nmap SYN * [Priority:@11/10-14:44:20.410425 000002:1] Possible Nmap SYN [Priority:
.0.2.4:53 {TCP} 10.0. .2,
:1000002:1] Possible Nmap SYN **] [Priority:l11/10-14:44:20.41 *] [1 ] Possible Nmap SYN sc [Priority:
0.2.4:8888 e 0] {TCP} 10.0.2.5:48460 -> 10.0.2.4:10628
:1000002:1] Possible Nmap SYN **] [Priority:ll11 20.412058 [ :1000002:1] Possible Nmap SYN sc [Priority:
. o 10.0.2.5:38646 -> 10.0.2.4:1040
:11000002:1] Possible Nmap SYN **] [Priority:|f11 144:20.413018 [ :1000002:1] Possible Nmap SYN [Priority:
0.2.4:25 3} .2.5:56832 10.0.2.4:1126
1000002:1] Possible Nmap SYN **] [Priority:[l11 414235 [ 11 ] Possible Nmap SYN [Priority:
0.2.4:135 {1c .0.2.5:55602 10.0.2. 283
1600002:1] Possible Nmap SYN **] [Priority:}y; .415104 [ :1000002:1] Possible Nmap SYN [Priority:
0.2.4:80 . L 0] {TCP} 10.0.2.5:54066 -> 10.0.2.4:50003
.695987 [**] :1000002:1] Possible Nmap SYN L [Priority: 11/10- 44:20.415107 [ 1:1000002:1] Possible Nmap SYN sc [Priority:
-2.5:48760 -0.2.4:1720 . L 8] {TCP} 10.0.2.5:35052 -> 10.0.2.4:2013
[11/10-14:44:19.695987 [**] :1000002:1] Possible Nmap SYN ' [Priority: 11/10-1 20.415108 [ ©00002:1] Possible Nmap SYN [Priority:
0] {TCP} 10.0.2.5:57450 -0.2.4:11 ) 0] {TCP} 10.0.2.5:49628 10.0.2.4:8090
[11/10-14:44:19.696438 1:1 1] Possible Nmap SYN **] [Priority:l11/10-14:44:20.415109 [ 000002:1] Possible Nmap SYN [Priority:
8] {TCP} 10.6.2.5:49006 otz 0] {TCP} 10.0.2.5:58596 .0.2.4:1972
[11/10-14:44 .696439 [**] :1000002:1] Possible Nmap SYN t [Priority:| ;4 14:44:20.416132
0] {TCP} 10.6.2.5:42656 .0.2.4:3306 CP} 10.0.2.5:39960
[11/10-14:44 .696440 [**] 1000002:1] Possible Nmap SYN t [Priority:| 4 . 417543 [
8] {TCP} 10.8.2.5:46790 e {TCP} 16.0.2.5:44388 .0.2.4:3324
[11/10-14:44 .698177 [**] 1000002:1] Possible Nmap SYN £ [Priority:@:171p 44 417613 [ :1000002:1]
0] {TCP} 10.6.2.5:36574 .0.2.4:995 2.5:46376 -> 10.0.2.4:2604
[11/10-14:44 .700188 11000002:1] Possible Nmap SYN [Priority: 11/18-1 20.417809 [ :1000002:1]
Yy 1902 55 © 8] {TCP} 10.6.2.5:52244 -> 16.0.2.4:5666
TG = Fosiiile Mhep ST 2 TEglontive 0-14:44:20.417811 [ 000802:1] Possible Nmap SYN [Priority:
-2.5:45712 . . . {TCP} 10.0.2.5:36022 -> 10.0.2.4:1106
-700457 SR Fessilile Mmp S se [Priority:Q,)1p.14:44:20.418709 [ 000002:1] Possible Nmap SYN sc [Priority:
oGoSEEPLT 6 Akdoloris 1 . - . 0] {TCP} 10.6.2.5:38788 -> 10.0.2.4:7741
.700498 [**] :1000002:1] Possible Nmap SYN [Priority:|Q. . 20.418712 [ 900002:1] Possible Nmap SYN [Priority:
0] {TCP} 10.6.2.5: .0.2.4:554 >

1/16-14:44:19 ++] [1:1000002:1] Possible Nnap SYN Priority:] 0 {TCP} 16.0.2.5:46174 0.2.4:548
@g et o] st I & Eglc by 144:20.418713 [ 110000023 1] Possible Nmap SYN [**] [Priority:

CP} 10.0.2.5:37500 .0.2.4:1151
[ tor) 100 = possibte tee S (Priortty: 20.420157 [ : Possible Nmap SYN scan [**] [Priority:
0] {TCP} 10.0.2.5:39764

100 X R 0] {TCP} 10.0. .0.2.4:1074
[11/10-14:44 707498  [**] :1000002:1] Possible Nmap SYN [Priority:|Q .. = ot > - - . S =B
0] {TCP} 10.0.2.5:47654 0.2.4:8080 11/10-14:44:20. g ] Possible Nmap SYN [**] [Priority:

I b . - 0] {TCP} 10.6.2.5: .0.2.4:10010
[11/10-14:44 .714235 [**] :1000002:1] Possible Nmap SYN [Priority: Q... = e p » s . - " S
0] {TCP} 10.6.2.5:39398 0.2.4:23 11/10 44:20. :1000002:1] Possible Nmap SYN [**] [Priority:

L - . S— 0] {TCP} 10.0.2.5: 10.0.2.4:340
11/10-14:44 .714236  [**] :1000002:1] Possible Nmap SYN [Priority:@ -, - ) . . o - A
8] {TCP} 10.6.2.5:54186 -> 9.2.4:993 11/10-1 20. 000002:1] Possible Nmap SYN [**] [Priority:

b - 0] {TCP} 10.0.2.5: 10.0
42 . 22 Sy 5 {
. 714237 é@?@g@:Sé] Possible Nmap SYN [Priority: 11/10-14: 42 : b Possible Nmap SYN [**] [Priority:

- et - P o] {Tcr} .2.5: 10.0.2. 839
5 2| 1000002:1] P ble N SYN P 1578 . A
719336“86 10.0.2.4 445] BRI W [priority 11/10-14:4: S 1 =< 000002:1] Possible Nmap SYN scan [**] [Priority:

.719327 1006002:1] Possible Nmap SYN sc [Priority: o2 A ) . .
2.5:55100 0.2.4:21 :1000002:1] Possible Nmap SYN scan [**] [Priority:

. - 0.2.4:1062
720337 [**] [1:1000062:1] Possible Nmap SYN Priority: : .
R ) [P sl I [1:1600001:1] 1CMP Packet detected [**] [Priority: §

1
l11/10-14:44:19.720340  [+*] [1: Possible Nmap SYN e R e 22

Possible Nmap SYN sc [Priority:
Possible Nmap SYN [Priority:
Possible Nmap SYN [Priority:

Possible Nmap SYN [Priority:




(Snort Alert of TCP Scan in Splunk Enterprise Web Interface)

110724 [*+=] [1:108@002:1] Possible Mmap SYN scan [**]
24420422 PM  [Priority: 8]
11/18-14:44:20_422615 18.8.2.5:57676 —-> 10.9.2.4:1862
TCP TTL:64 TOS:8x8 ID:49135 Iplen:28 Dgmlen:G@8 DF
#kxxxxix Seqr OxOET4CEDS Ack: @x@ Win: @xFAF@ Tcplen: 49
Show all 6 lines

Wio24 [*+=] [1:18008002:1] Possible Nmap SYN scan [**]
2:44:20.418 PM [Priority: @]
11/18-14:44:28 418718 19.08.2.5:38788 -> 18.0.2.4:7741
TCP TTL:64 TOS:0x@ ID:16585 Iplen:28@ Dgmlen:G6@ DF
*xxxxxix Spq: B«BZB3EACE Ack: @x@ Win: @8xFAF@ Tcplen: 48
Show all 6 lines

host=snort | source = Avarflog/snort/alertfull | sourcetype = snort host=snort | source = varflog/snort/alertfull | sourcetype = snor

1110724 [*++] [1:188@002:1] Possible Mmap SYN scan [**]
24420422 PM  [Priority: 8]
11/18-14:44:20_422614 10.8.2.5:57680 -> 10.0.2.4:407
TCP TTL:64 TOS:8x08 ID:38935 Iplen:28 Dgmlen:G68 DF
*xxxxxSx Spqr Bw93BATEZE Ack: @x® Win: @xFAF@ Tcplen: 48
Show all 6 lines

wioz4 [*+=] [1:10008002:1] Possible Nmap SYN scan [**]
2:44:20.417 PM [Pricrity: @]
11/18-14:44:20_417812 18.0.2.5:36022 -> 18.9.2.4:1186
TCP TTL:64 TOS:0x@ ID:26081@ Iplen:28 Dgmlen:&8 DF
*xwxxxxix Spq: @uT1B2EEEA  Ack: @x@ Win: @xFAF@ Tcplen: 48
Show all 6 lines

host= snort | source = ivarflog/snort/alertfull | sourcetype = snort host=snort | source = /varlog/snort/alertfull | sourcetype = snar
110/24 [*+] [1:18080882:1] Possible Nmap SYN scan [**] 110/24 [*=] [1:188@8882:1] Possible Nmap SYN scan [**]
2:44:20.417 PM [Priority: @] 2:44:20.422 PM [Priority: @]

11/18-14:44:20_417810 19.8.2.5:52244 > 10.0.2.4:5666 11/18-14:44:20_422612 18.8.2.5:52674 -> 10.9.2.4:1830

TCP TTL:64 TOS:@x@ ID:37552 Iplen:28 Dgmlien:68 DF TCP TTL:64 TOS:8x8 ID:36881 Iplen:28 Dgmlen:G8 DF

axxxrxSe Seq: OxSEA1B919 Ack: @x@ Win: BxFAF@ Tcplen: 48 *waxxxSx Seqr @x50361FS6 Ack: @x@ Win: @xFAF@ Tcplen: 40

Show all 6 lines Show all G lines

host = snort | source = Narflog/snort/alertfull | sourcetype = snort host= snort | source = Nvarflog/snortalertfull | sourcetype = snor
1110/24 [#+] [1:1808002:1] Possible Mmap SYN scan [#] 111024 [++] [1:1880802:1] Possible Mmap SYN scan [##]
24420417 PM [Priority: 8] 2:4420420FM  [Priority: ]

11/18-14:44:20. 417886 19.0.2.5:46376 -> 10.0.2.4:2004 11/18-14:44:20_420161 18.8.2.5:54188 -> 18.0.2.4:5088

TCP TTL:64 TOS:8x@ ID:33454 Iplen:28 Dgmlen:68 DF TCP TTL:64 TDS:0x0 ID:4126 IplLen:20 DgmLen:6@ DF

*wxxxxSx Seq: BDE2OFAIF  Ack: @x@ Win: @xFAF@ Tcplen: 4@ *kkk*xSx Soq: BxB5SAGETIA Ack: @x@ Win: @8xFAF@ Tcplen: 48

Show all 6 lines Show all & lines

host=snort | source = ivarflog/snort/alert.full | sourcetype = snort host= snort | source = ivarflog/snort/alertfull | sourcetype = snor
1110/24 [*+] [1:180@082:1] Possible Nmap SYN scan [**] 110724 [*+] [1:1880@802:1] Possible Nmap SYN scan [*=]
2:44:20.417 PM [Priority: @] 2:4420420 PM [Priority: 8]

HA AR LRl e IO RS =5 L2zt 11/10-14:44:20_ 420161 10.0.2.5:50446 -> 10.0.2.4:140

P UL EERE DRSS drlevens) by Aemazs b7 TCP TTL:64 TOS:0xD ID:5166 IpLen:28 Dgmlen:6@ DF

CPTITTED GEE GARERAL A CE GE GHRLA) ekt A +4skasSe Seq: OxCD212688 Ack: Ox@ Win: OxFAF@ Tcplen: 40

Show all 6 lines Show all 6 lines

host=snort . source = /varflog/snort/alert.full SHIEElLE= SE host= snort | source = Avarlog/snort/alert.full sourcetype = snor

1024 [++] [1:18808082:1] Possible Mmap SYN scan [#*] 1024
2:44:20.416 PM [Priority: @] 2:44:20.420 PM
11/18-14:44:20_416134 19.8.2.5:30060 -> 10.0.2.4:8201
TCP TTL:64 TOS:8x@ ID:2331@ Iplen:28 Dgmlen:68 OF
*xwxxxxix Spq: BuC2004608 Ack: @x@ Win: @xFAF@ Tcplen: 48
Show all 6 lines

[*x] [1:1000882:1] Possible Nmap SYN scan [**]

[Priority: @]

11/18-14:44:20_420160 19.8.2.5:41838 -> 18.0_2.4:10018

TCP TTL:64 TOS:8x@ ID:56904 Iplen:28 Dgmlen:G68 DF

*kxxdxi* Spqr @xBIEGOBDE Ack: @x@ Win: @xFAF@ Tcplen: 48
Show all & lines

host=snort | source = ivarflog/snort/alert.full | sourcetype = snort host= snort | source = varlogfsnoralertfull | sourcetype = snar

110724 [#+] [1:18808882:1] Possible Nmap SYN scan [#*]
2:44:20.415 PM [Priority: @]
11/18-14:44:20_4151080 19.8.2.5:58596 -> 10.8.2.4:1072
TCP TTL:64 TOS:8x@ ID:26289 Iplen:28 Dgmlen:68 DF
*wxxxxSx Spq: BxSFIBAFF3  Ack: 8x@ Win: @xFAF@ Tcplen: 4@
Show all & lines

o224 [#+] [1:108088082:1] Possible Nmap SYN scan [#*]
2:4420420 PM [Priority: 81
11/18-14:44:20_420159 19.8.2.5:35852 -> 19.09.2.4:1874
TCP TTL:64 TOS:8x@ ID:12628 Iplen:28 Dgmlen:G8 DF
swxxxxix Seqr Bxd73IDO9E1  Ack: @x@ Win: @xFAF@ Tcplen: 4@

Show all & lines
host=snort | source = Narflog/snort/alert.full | sourcetype = snort
host= snort | source = Narflog/snortalertfull | sourcetype = snor

1124 [*+] [1:1808002:1] Possible Nmap SYN scan [*]

2:4420415PM  [Priority: @8] 1110724 [**] [1:1880882:1] Possible Nmap SYN scan [**]
11/18-14:44:20_ 415108 10.0.2.5:49628 -> 18.0.2.4:3090 2442048PM  [Priority: 8]
TCP TTL:64 TOS:0x0 ID:42260 Iplen:2@ Dgmlen:58 DF 11/18-14:44:20_418713 10.0.2.5:37588 —> 10.98.2.4:1151
*wkexxsSe Soqr Bwed]1D265F Ack: @x@ Win: G@xFAF@ Tcplen: 4@ TCP TTL:64 TOS:8x8 ID:26279 Iplen:28 Dgmlien:58 DF
Show all 6 lines **xxxxGx Seq: Bx296D641C Ack: @x@ Win: 8xFAF@ Tcplen: 49

host= snort | source = ivarflog/snort/alert.full sourcetype = snort Show all 6 fines

host= snort | source = harflog/snort/alertfull | sourcetype = snor

11o/24 [*+] [1:1808002:1] Possible Nmap SYN scan [#]

2:44:20.415 PM [Priority: @1 110/24 [#*] [1:18000802:1] Possible Nmap SYN scan [**]
11/18-14:44:270. 415187 18.8.2.5:35052 -> 18.9.2.4:2013 2442041BPM  [Priority: 81
TCP TTL:64 TOS:@x@ ID:65326 Iplen:28 Dgmlen:68 OF 11/18-14:44:20. 418713 10.8.2.5:48174 -> 10.0.2.4:548
*xxxxaSe Seq: OxBB455804 Ack: Bx@ Win: @xFAF@ Tcplen: 4@ TCP TTL:64 TOS:0x8 ID:28962 Iplen:28 Dgmlen:68 OF
Show all 6 lines *kxxaxSx Soq: Bx3IFOTIGFA  Ack: ©@x@ Win: @xFAF@ Tcplen: 4@

hnst = snort snnrce = hvarflnn/snort/alert full snurcetune = snort Show all 6 lines



o UDP Scan
m  sudo nmap -T5 --top-ports=128 -sU -sV {target host}

[sudo]
rtin
i up on po
hosts compl
& done; E
d; hosts compl
About
Nmap scan r
Host is up
Mot shown:

rpchind
netbios-ns

GROUP)

netbios-dgm
http-rpc
iad2
upnp
(RPC #

icrosoft:windows




ebriesds ] Z
100000 ICMP Packet
{ICMP}
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{ICMP} 16.0.2.4

1/10-15: 1.835461
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ICMP
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-
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-
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-
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Network
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Network
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Network

1000001 :

11000001 :

11000001 :

000001 : 1

11000001 :

1000001 :

11000001 :

11000001 :

:1] ICMP Packet

detected [**] [Priority:

1] ICMP Packet detected [**] [Priority:

1] ICMP Packet detected [**] [Priority:
e discover attempt
3] {UDP} 10.0.2.5:

CAN UPnP service discover attempt
[Priority: 3] {UDP} 10.0.2.5:

CAN UPnP service discover attempt
[Priority: 3] {UDP} 10.0.2.5:

CAN UPnP service discover attempt
[Priority: 3] {UDP} 10.0.2.5:

over attempt
3] {UDP} 10.0.2.5:

CAN UPnP service discover attempt
an] 3] {UDP} 10.6.2.5:533:
1] ICMP Packet

detected [**] [Priority:

ICcMP

IcMp

IcMp

ICMP

IcMp

ICcMP

IcMp

IcMp

ICMP

IcMp

ICcMP

IcMp

ICMP

Packet

Packet

Packet

Packet

Packet

Packet

Packet

Packet

Packet

Packet

Packet

Packet

Packet

detected [**]

detected

detected

detected

detected

detected

detected

detected

detected

detected

detected

detected
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("Partial View of UDP Alerts from Nmap Scan Detected by Snort")

" signature=]

_ip sre_port _ip dest_port count

0081 name="ICMP Packet detected”

[*]
-
[*4]
[
[*1]
[*]
-
[*4]
[

[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:

Priority:

Visw

Statistics (213)

sic_ports

53385

dest_port &~




(Snort Detection of ICMP 'Port Unreachable' Alerts During Nmap Scan: Matching 'Host
Unreachable' Messages Observed in Kali)

sourcetype="snort® src_ip="16.0.2.5" dest_ip="19.0.2.4" signature=1000001 name="ICHP Packet detected" Date time range ¥ .
| table _time src_ip dest_ip dest_port signature
| sort _time
+ 2 events (11/10/24 3:07:21.842 PM to 11/10/24 3:07:21.843 PM)  No Event Sampling ~ Job > A & L % SmatMode~
Everts  Pattems  Statistics (2)  Visualization
20PerPage~  /Format  Preview~
_time = sre_ip # /  destip? Vs dest_port & signature $ +
2024-11-10 15:07:21.842 10.0.2.5 10.0.2.4 53379 1000001
2024-11-10 15:07:21.842 16.0.2.5 10.0.2.4 53379 1000001

sourcetype="snort” src_ip="10.0.2.5" dest_ip="10.0.2.4" signature=1000001 name="ICMP Packet detected"” src_ip="10.8.2.5" dest_ip="10.8.2.4" dest_port=53379 signature=1000801

+ 2 events (11/10/24 3:07:21.842 PM to 11/10/24 3:07:21.843 PM) No Event Sampling ~

Events (2) Patterns Statistics Visualization
Format Timeline = —Zoom Out
List = # Format 20 Per Page ~
< Hide Fields = Al Fields 4| T Ezi
» 1024 [#=] [1:1080081:1] ICMP Packet detected [#*]

SELECTED FIELDS
3:07:21.842 PM [Priority: @]

11/18-15:07:21.842708 10.9.2.5 -> 10.0.2.4

ICMP TTL:64 TOS5:8xC@ ID:6@894 IpLen:28 DgmlLen:118

Type:3 Code:3 DESTINATION UNREACHABLE: PORT UNREACHABLE
Show all 1 lines

a host 1
a source 1
a sourcetype 1

INTERESTING FIELDS.
host = snort source = fvarflog/snort/alert.full sourcetype = snort

# bytes_in 2

# Code 1 > M10/24 [*#] [1:1000081:1] ICMP Packet detected [**]

#Csum 2 307:21.842PM  [Priority: 8]

# date_hour 1 11/18-15:07:21.842708 10.0.2.5 —> 10.0.2.4

# date_mday 1 ICMP TTL:64 TOS:@xC ID:6093 IpLen:20 Dgmlen:8@

# date_minute 1 Type:3 Code:3 DESTINATION UNREACHABLE: PORT UNREACHABLE
a date_month 1 Show all 1 lines

# date_second 1
a date_wday 1
# date_year 1

a date_zone 1

a dest io 1

host = snort source = fvarflog/snort/alert_full sourcetype = snort

o OS Detection Scan
m  sudo nmap -O {target host}



Host is up

Mot

shown:
STATE
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

ils: Linux

rtualBo

[**] [Priority
P Packet detected [**] [Priority
ICMP Packet detected [**] [Priority
Nmap NULL scan [**] [Pr
Nmap SYN an [**] [Priority:
scan [**] [Prior
ification: Atte
EE .0.2.4:1
Nmap NULL scan [**] [Priority

e Nmap NULL scan [**] [Prioc

Nmap NULL scan [**] [Pri




e [**] [1:1000004:1] Possible Mmap NULL scan [#*]
8:30:46.387 AM  [Priority: @]
11/08-08:30: 46. 387476 10.0.2.5:49326 -> 10.0.2.4:21
TCP TTL:55 TOS:@x@ ID:49926 Iplen:20 DgmLen:60 DF
wanansns Seq: @xDCDDESID Ack: Ox6F44748D Win: OxBO Teplen: 40
Show all 6 lines

host = snort source = fvarflog/snort/alert.full sourcetype = snort

warz4 [**] [1:1008004:1] Possible Nmap NULL scan [#*]
B:30:46.285 AM  [Priority: 8]
11/08-08:30:46.285208 10.9.2.5:49326 -> 10.0.2.4:21
TCP TTL:39 TOS:0x@ ID:6554 IplLen:20 Dgmlen:6@ DF
#awakaks Seq: OxDCDDESID Ack: OxG6F44748D Win: ©x80 Teplen: 40
Show all 6 lines

host = snort | source = Avarflog/snort/alertfull — sourcetype = snort

naerz4 [**] [1:1000004:1] Possible Nmap NULL scan [**]
B:30:46.183 AM [Priority: @]
11/08-08:30:456.183834 10.0.2,5:49326 -> 10.0.2.4:21
TCP TTL:44 TOS:@x@ ID:33542 Iplen:2 Dgmlen:6d DF
wakawaks Seq: @xDCDDESID Ack: @xG6F44748D Win: @xB0 Tcplen: 40
Show all 6 lines

host = snort source = farflog/snort/alert.full sourcetype = snort

a4 [**] [1:1228:7] SCAN nmap XMAS [*=]

B:30:46.157 AM [Classification: Attempted Information Leak] [Priority: 2]
11/88-08:30:46.157479 10.9.2.5:49331 -> 10.0.2.4:1
TCP TTL:39 TOS:@x® ID:11832 IplLen:2@ Dgmlen:6@
wallsPasF Seq: @xDCDDESID Ack: Ox6F44T748D Win: @xFFFF Tcplen: 4@ UrgPtr: @x@
Show all 7 lines

host = snort | source = /varflog/snort/alertfull | sourcetype = snort

a4 [*#*] [1:1000005:1] Possible Mmap XMAS scan [*+]
8:30:46157 AM  [Priority: @]
11/88-08:30:46.157479 10.0.2.5:49331 => 10.0.2.4:1
TCP TTL:39 TDS:0x@ ID:11832 IpLen:20 DgmLen:60
*alisPaf Seq: OxDCODESID Ack: @x6F447480 Win: OxFFFF  Tcplen: 40 UrgPtr: 0x0
Show all 6 lines

host = snort | source = ivarflog/snort/alertfull = sourcetype = snort

Wwarze [*#*] [1:1000002:1] Possible Nmap SYN scan [*+]
B:30:46.105 AM [Pricrity: @]
11/08-98:30:46.105500 10.0.2.5:49329 -> 10.0.2.4:1
TCP TTL:37 TOS:0x0 ID:18489 IplLen:20 Dgmien:60
#aakaSe Seq: OxDCODESID Ack: Ox6F44748D Win: Ox7A69 Tcplen: 4@
Show all 6 lines

host = snort source = /varflog/snort/alert.full sourcetype = snort

Wez4 [#*] [1:1000004:1] Possible MNmap NULL scan [#*%]
B:30:46.023 AM [Priority: @]
11/08-08:30:46.023864 10.0.2.5:49326 > 10.0.2.4: 21
TCP TTL:53 TOS:8x@ ID:6597 Iplen:20 Dgmlen:6@ DF
wawsnwnn Seq: @xDCDDGSID Ack: Ox6F447480 Win: @x80 Tcplen: 40
Show all 6 lines

host = snort source = fvarflogisnort/alert.full sourcetype = snort

o Service Version Detection

m sudo nmap -sV {target host}
o Aggressive Scan

m sudo nmap -A {target host}



sudo nmap -T5 --top-ports=128 -sU -sV {target host}



et detected [**] [Priority:

9:2] TFTP NULL command attempt [**] [Clas
Fatentlallv Bad T|aff1r] [Priority: 2] {UDP} 10.0.2.5:49404 -> 10.0.2.4:

ICMP Packet detected [**] [Priority:

ICMP Packet detected [**] [Priority:
B.2.5
8191 [**] [1:1000881:1] ICMP Packet detected [**] [Priority:
. -> 10.0.2.5
11/08-08 ;513125 [**] [1:1419:9] SN
pted Infurmaflcn L. k] [Priority:
226

ICMP Packet detected [**] [Priority:
ICMP Packet detected [**] [P

[**] [1:2339:2] TFTP NULL command attempt [**] [Clas
Rad Traffircl Driacitv: 21 JIIRDYT 1@ A 2 C-AQT7A _~ 148 A

wen4
8:26:56.518 AM

Attempted Information Leak] [Priority: 2]
@ 19.9.2.5:53534 -> 10.0.2.4:162

UDP TTL:64 TOS:@x@ ID:24807 IpLen:20 DgmLen:89 DF

Len: 61

Sho

Il 6 lines

host = snort | source = fvar/log/snart/alertfull | sourcetype

wen24
8:26:51.513 AM

ted Information Leak] [Priority: 2]
10.0.2.5:49686 -> 10.0.2.4:162

Show all 6 lines

host = snort rce = Avarllog/snort/alertfull | sourcetype = snart
Wer24
8:26:51.512 AM

TFTP NULL command attempt [#%]
Potentially Bad Traffic] [Priority: 2]
08:26:51.512196 2.5:40770 -> 10.0.2.4:69

UDP TTL:64 TOS:@x@ ID:12787 IpLen:20 DgmLen:74 DF
Len: 48
Show all 6 lines

fvar/log/snort/alert.full SO snort

an24
8:26:46.513 AM

P trap udp [*%*]

npted Information Leak] [Priority: 2]
3125 10.9.2.5:54234 -> 10.0.2.4:162

UDP TTL:64 TOS:@x® ID:16991 IpLen:20 DgmLen:58 DF

source = fvar/log/snort/alert.full sourcetype = snort

wer24 TFTP NULL command attempt [##]
8:26:46509 AM [ ally Bad Traffic] [Priority: 2]
1 0.2.5:49484 -> 10.98.2.4:69

UDP TTL:64 TOS:8x8 ID
Len: 32
Show all 6 lines

1563 IplLen:2@8 DgmLen:6@ DF

host= snort | source = /var/log/snort/alertfull | sourcetype = snort



sudo nmap -O {target host}

L4

-11-08 @8:

Host is up
Mot shown:
PORT
1/tcp
'"tcp
fLCp

M W o~ m — -

[T T R Y ]

open
open rpcbind

open netbios-ssn
open micr -ds
open

open

open

open

open

open

open

open

P e repor
(1 host up)

Snort IDS Alert Console



detected [**] [Priority:

1 MP P 3 ected [**] [Priority:

ICMP Packet detected [**] [Priority:

ICMP Packet detected [**] [Priority:
ible Nmap NULL scan [**] [Priority
Possible Nmap SYN scan [**] [Priority:
scan [**] [Priority
-6 : 2 ification: Atte

pted Informa ¢] [Priority: 2] { : ) 10.0.2.4:1

11/08-08:30:46.1838 g scan [**] [Priority

scan [**] [Priority

[**] [ 0 ) scan [**] [Priority
6 -> 10.0.2.4

Snort IDS Alerts on Splunk from Nmap Scanning Activity



nwes24
B:30:46.387 AM

WB/24
B:30:46.285 AM

warn24
8:30:46.183 AM

nwerz4
B:30c46157 AM

Wwer24
B:30:46.157 AM

Waer24
B:30:46.105 AM

Warz4
B:30046.023 AM

[#*] [1:1000084:1] Possible Mmap NULL scan [#=]
[Priority: @]

11/08-08:30:46. 387476 10.0.2.5:49326 => 10.8.2.4:21

TCP TTL:55 TOS:0x@ ID:43326 Iplen:20 DgmLen:&68 DF

wknxkanx Seq: BuDCODDESID Ack: Bx6F44748D Win: @xBO Teplen: 49
Show all 6 lines

host = snort source = jvar/log/snortfalert.full sourcetype = snort

[**] [1:1000004:1] Possible Mmap NULL scan [#=]
[Priority: @]

11/88-08:30:456. 285208 10.0.2.5:49326 -> 10.0.2.4: 21

TCP TTL:39 TOS:0x@ ID:6554 Iplen:20 Dgmlen:6@ DF

aaakadh® Seq: BxDODDESID Ack: @xGF44748D Win: @xB@ Tcplen: 4@
Show all 6 lines

host = snort source = fanlogfenort/alert.full sourcetype = snort

[**] [1:1000004:1] Possible Nmap NULL scan [#=]

[Pricrity: @1

1/88-08:30:46.183834 10.9.2.5:49326 -> 10.0.2.4:21

TCP TTL:44 TOS:0x® ID:33542 Iplen:2@ Dgmlen: 68 DF

wansndhs Seq: GxDODDESID Ack: @xGF44748D0 Win: @xB0 Tcplen: 4@
Show all 6 lines

hnost = snort | source = Nvarlog/snort/alertfull | sourcetype = snort

[#*] [1:1228:7] SCAN nmap XMAS [*%]
[Classification: Attempted Information Leak] [Priority: 2]
11/88-98:30:46.157479 10.9.2.5:49331 -> 18.0.2.4:1

TCP TTL:39 TOS:0x@ ID:11032 Iplen:2@ DgmLen:60

wallsPasF Seq: 8xDCDDESID Ack: @x6F44748D Win: @xFFFF  Tcplen: 48 UrgPtr:

Show all 7 lines
host = snort source = fvarlogfsnortfalert.full sourcetype = snort

[=+] [1:1008005:1] Possible Nmap XMAS scan [#=]
[Priority: 8]

11/08-08:30:46. 157479 10.9.2.5:49331 -> 10.8.2.4:1
TCP TTL:39 TOS:0x@ ID:11@32 Iplen:20 DgmLen:6d

#=llxP*+F Seq: OxDODDESID Ack: @x6F44748D Win: @xFFFF  Toplen: 48 UrgPtr:

Show all 6 lines
host = snort source = jvar/log/snortfalert.full sourcetype = snort

[**] [1:1000082:1] Possible Nmap S5YN scan [#*=]

[Pricrity: @]

11/88-08: 30:46. 105500 10.0.2.5:49329 -> 10.0.2.4:1

TCP TTL:37 TOS:0x@ ID:18409 IplLen:2@ DgmLen:6d

wakkasSa Seq: OxDCDDESID Ack: Gx6F44748D Win: @xTAES Tcplen: 40
Show all 6 lines

host = snort source = jvarlog/snort/alert full sourcetype = snort

[=*] [1:1000084:1] Possible Mmap NULL scan [#=]

[Priority: @]

11/788-08:30:46. 023864 10.9.2,5:49326 -> 10.9.2.4: 21

TCP TTL:53 TOS:@x@ ID:6597 IpLen:20 DgmLen:6@ DF

delkiokickd Seq: BxDCDDESID Ack: Bx6F44748D0 Win: @xB88 Tcplen: 48
Show all 6 lines

host = snort | source = fvarlogfsnortfalertfull = sourcetype = snort

sudo nmap -A {target host}

ax@

axd



PIPELINING, SIZE 10




:1] Possible Nmap SYN scan [**] [Priority:

@‘ 1 [

ted Information Lea

1

[It&

P}
; ossible Nmap N scan [**] [Priority:
le Nmap h an [**] [Priority:

xopen [**] [ ification: Unknown T

N scan [**] [Priority:

Nmap SYN scan [**] [Prio

Nmap SYN scan [**] [Prio

wai24

83343150 AM

sne
1W8a/24
8:33:43125 AM
40
nort
nort
we24
83343016 AM
40
-
40
t arflog/snort/alert fu no!

wai24

8:33:43.075 AM

8:33:43.075 AM




Event Analysis in Splunk

1.

Snort Event Summary in Splunk

The Snort Event Summary, accessed through the "Snort Alert for Splunk" plugin in
Splunk, provided an organized display of the events captured. This summary listed event
types, timestamps, and additional metadata. A screenshot of the Snort Event Summary is
included to document the total number of events recorded.

Comparison with Previous Assignment

The total count of events in the Snort Event Summary was compared with the alert counts
from the previous assignment. This comparison aimed to verify consistency between
assignments. Any discrepancies were noted, with potential causes examined, such as
variations in attack execution, configuration settings, or event handling in Splunk.

Splunk Event Search Results

Splunk’s search function was used to locate all Snort events generated during the tests.
Using the query host=snort | table time, src_ip, dst_ip, events were listed with their
timestamps, source IPs, and destination IPs. A screenshot of these search results is
included for documentation.

Comparison of Search Results and Snort Event Summary

Finally, the events from Splunk’s search results were compared with those listed in the
Snort Event Summary to ensure that all events were accounted for. This comparison
helped confirm the accuracy of Splunk’s search capabilities in capturing Snort data. Any
unaccounted-for events were documented, with potential explanations provided for
differences between the two views.
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